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Accurate and timely prediction of heart disease is a fundamental
challenge in clinical diagnostics, exacerbated by the inherent
complexities of real-world healthcare datasets, such as class
imbalance, high dimensionality and the presence of outliers. To
address these issues, we propose a dual-path learning framework
specifically designed for real-time heart disease prediction within
lIoT-Fog—Cloud environments. The framework integrates advanced
preprocessing techniques, including Conditional Generative
Adversarial Networks (CGANSs) for data balancing and a hybrid
feature selection pipeline, thereby addressing data imbalance and
dimensionality reduction. It also proposes a dual-path diagnostic
system that uses a lightweight XGBoost classifier in the fog layer
optimized for low latency and fast local inference, and an improved
TabTransformer-based model in the cloud layer, which is selectively
used for ambiguous samples. Experimental evaluation on an
expanded heart disease dataset (including 1,190 samples)
demonstrates the robust performance of our framework, achieving
97.82% accuracy, 98.47% F1-score, and 98.65% AUC. Additionally,
it improves overall inference latencies, mostly below one second in
the fog layer and low latency in cloud layer. Overall, this paper
provides a scalable and interpretable medical diagnosis framework for
distributed healthcare systems.

Introduction

Cardiovascular disease (CVD) is a leading cause of
death worldwide, accounting for approximately
17.9 million deaths annually. Early detection and
continuous screening are crucial for preventing
disease progression and enabling targeted
interventions.

However, traditional healthcare systems, which
rely primarily on periodic clinical visits and
manual interpretation of tests, are often inadequate
for prescribing responsive and personalized care
[1,2]. Internet of Things (IoT) technology enables
the collection of healthcare data and patient vital
signs such as heart rate, blood pressure, and
electrocardiogram (ECG) signals in real time,

facilitating timely diagnosis and intervention [3,4].
Recent IoT-based healthcare studies highlight
continuous patient monitoring as a key advantage
[5]. However, this technology faces challenges
related to the volume, latency, and diversity of data
generated. Efficient storage and analysis of high-
dimensional/high-frequency medical data in real
time remain complex tasks.[1-5]

Cloud computing provides scalable infrastructures
to manage large volumes of healthcare data and can
deploy machine learning (ML) models for pattern
recognition and prediction [6,7]. Despite offering
scalability and high computational power, cloud-
based solutions face challenges such as high
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latency, limited bandwidth, and privacy concerns.
These issues are particularly critical in healthcare,
where timely decision-making and regulatory
compliance are essential [7,8]. Cloud-based
frameworks have also reported latency and privacy
challenges in medical applications [9]. To alleviate
these limitations, fog computing has emerged as a
promising intermediate layer between IoT
endpoints and the cloud. By enabling local
computing and storage near the data source, fog
computing reduces response times, mitigates
privacy risks, and supports real-time processing
[10,11].

Fog computing has recently been validated in
healthcare IoT deployments for rapid decision-
making [12]. However, the limited resources of fog
nodes restrict the deployment of complex ML
models, necessitating the development of
lightweight and efficient inference techniques
tailored to fog environments [13,14].

Some recent studies have proposed hybrid fog-
cloud architectures to balance inference speed and
model accuracy [15, 16]. In these models, fog
nodes quickly handle high-confidence cases, while
more ambiguous cases are routed to the cloud for
deeper analysis. However, many existing systems
lack advanced feature selection mechanisms and
adaptive routing strategies that consider both
performance and resource efficiency [17, 18].
Hybrid models can enable adaptive routing for
efficient processing of healthcare data [19].

To address these gaps, we propose a novel dual-
path learning framework that combines a
lightweight XGBoost classifier in the fog layer
with an enhanced transformer-based ensemble
model in the cloud. The fog layer employs a low-
latency classification based on a compact feature
set selected through a combined strategy of chi-
square filtering, recursive feature elimination
(RFE), and random forest importance ranking. In
the cloud layer, a transformer model processes
complex and uncertain cases using self-attention
mechanisms to capture nonlinear feature
dependencies and improve diagnostic accuracy. A
confidence-aware routing mechanism plays a
fundamental role in our architecture by detecting
uncertain instances. This hierarchical structure
reduces overall latency, required bandwidth, and
cloud dependency.

Experimental results demonstrate that our method
achieves high performance in terms of accuracy,
latency, and interpretability. Compared to existing
methods, our framework offers a balanced solution
that supports real-time responsiveness, model
transparency through SHAP analysis [20], and
regulatory compliance via edge-level
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anonymization. Unlike previous works that have
explored hybrid loT-Fog—Cloud frameworks for
healthcare [21,22], the proposed framework
introduces several novel contributions. First, we
present a confidence-aware dynamic routing
mechanism that intelligently delegates low-
confidence predictions from fog nodes to the cloud,
enabling real-time responsiveness  without
sacrificing accuracy. Second, we employ a
Conditional GAN for minority class balancing,
which is rarely addressed in fog-based systems.
Third, a hybrid feature selection strategy improves
both inference efficiency and interpretability. To
the best of our knowledge, these elements have not
been jointly applied in previous healthcare
frameworks within the fog-cloud domain. This
integration supports combining fog and cloud
computing paradigms with deep learning methods
to enhance clinical decision-making [20,21].

1.1. Contributions
This paper introduces a novel and adaptive Dual-
Path Learning Framework for real-time heart

disease prediction in IoT-Fog—Cloud
environments. The key contributions are as
follows:

1. We propose a two-layer diagnostic system that
integrates a lightweight XGBoost classifier in the
fog layer, optimized for low latency and fast local
inference, alongside an improved TabTransformer
model in the cloud layer. The cloud model is
selectively activated for low-confidence or
ambiguous cases, balancing efficient fog-level

responsiveness ~ with  high-accuracy  global
inference.
2. To reduce dimensionality and improve

interpretability, a three-phase feature selection
pipeline is employed. This approach effectively
reduces the feature space by approximately 68%,
while preserving clinically essential variables,
thereby increasing efficiency and facilitating
transparent diagnosis.

3. Addressing class imbalance, a Conditional
Generative Adversarial Network (CGAN) is used
to generate realistic and clinically meaningful
synthetic samples of minority classes. Unlike
conventional oversampling methods, the CGAN
captures complex feature interdependencies,
increases training data diversity, and enhances the
model’s generalizability.

4. The framework incorporates SHapley Additive
exPlanations (SHAP) to interpret and quantify
individual feature contributions to model
predictions. This interpretability enhances clinical
confidence and supports integration with
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healthcare professionals’ workflows by providing
transparent diagnostic insights.

5. Experimental evaluation on an aggregated heart
disease dataset comprising 1,190 patient records
with 13 clinical attributes (sourced from multiple
standardized collections via GitHub repository
[22]) confirms the superior predictive capabilities
of this framework, achieving: Accuracy: 97.82%,
Fl-score: 98.47%, AUC: 98.65%, Brier score:
0.0052, and edge inference latency <1s in over 93%
of cases.

1.2.Structure of the Paper

The rest of the paper is organized as follows:
Section 2 reviews related works and provides a
detailed comparison of these works, including
classical ML, DL, and fog/cloud-based approaches.
Section 3 presents the proposed model for heart
disease diagnosis within the IoT-fog-cloud
ecosystem. Section 4 discusses experimental
results on datasets and performance metrics.
Section 5 compares the proposed model’s results
with related works, and finally, Section 6
concludes the paper.

2. Related Works

The use of ML techniques for effective prediction
of cardiovascular diseases improves early
diagnosis and thus minimizes mortality. Many
studies have been conducted on the prediction of
cardiovascular diseases using various types of
learning machines. For example, a recent study
[24] compared the effectiveness of advanced ML
algorithms in heart disease prediction. The study
evaluated models such as support vector machines
(SVM), random forests (RF), XGBoost, and
artificial neural networks (ANN) after
comprehensive preprocessing steps, including
feature scaling, nesting, and encoding. The results
showed that ensemble models such as XGBoost
and RF significantly outperformed traditional
models in terms of accuracy and robustness.[23]
The development of cloud computing and IoT-
based sensor technology in electronic healthcare
systems has brought about remarkable progress.
Unlike traditional cloud-based systems that suffer
from higher delays due to data transmission to
remote servers, fog-based systems enable localized
decision-making, which is crucial for time-critical
medical applications. By distributing
computational tasks to fog nodes, the system
reduces dependency on centralized cloud
infrastructure, thereby decreasing latency and
network overhead. Researchers have conducted
studies on heart disecase prediction based on
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advanced technologies such as IoT and fog
processing, some of which are discussed below.
Among the diverse research efforts aimed at
integrating fog computing into smart healthcare
systems, HealthFog, proposed by [21], stands out
as a foundational contribution. This study
introduces a scalable and secure healthcare
architecture that uses FogBus middleware to
process cardiac disease data collected from IoT-
enabled sensors. A key innovation of HealthFog
lies in the use of ensemble deep learning methods
for accurate and real-time diagnosis of heart
diseases. It has been evaluated on real-world
patient datasets and has demonstrated high
performance in terms of accuracy, energy
consumption, response time, and bandwidth
efficiency.

In another study, [22] proposed a fog-based heart
disease prediction system supported by a modified
Gated Recurrent Unit (GRU) model. The system is
designed to use fog computing on data collected
from remote health monitoring devices in real time.
By incorporating a modified GRU, the framework
enhances the feature extraction capabilities
necessary for accurate disease prediction. The
architecture effectively manages the data flow
between loT devices, fog nodes, and cloud servers,
and attempts to reduce latency and computational
resources.

A system proposed by [25] is the integrated loT—
fog—cloud framework that focuses on real-time
remote diagnosis of heart disease. The framework
processes physiological data such as ECG signals
and vital signs collected through wearable sensors
and uses deep learning models for efficient
diagnosis of heart diseases. By leveraging
hierarchical distribution of computing resources,
the system ensures reduced response time, reliable
decision-making at the edge, and scalable data
management through cloud storage.

The authors of [26] also proposed an loT-enabled
heart disease monitoring system that uses real-time
streaming data collected from wearable devices,
including features such as age, gender, glucose
levels, blood pressure, and heart rate. The system
integrates Gray Wolf Optimization for effective
feature selection and Deep Belief Networks
(DBNGs) for classification.

In [27], an improved smart healthcare system using
a cloud-based IoT framework is proposed. This
approach integrates cascade deep learning (CDL)
models to enhance diagnostic accuracy and
robustness. By combining cloud computing with
IoT-based data collection, the framework achieves
faster data processing and reliable decision-
making. The authors report improvements in
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prediction performance and overall system
efficiency compared to traditional models. In [28],
the authors developed a smart health monitoring
system that uses a hybrid ONBRF classifier,
combining Naive Bayes and Random Forest, to
analyze data collected from Gombe State, Nigeria.
Their framework emphasizes real-time processing
capabilities and energy-efficient operation in
distributed environments. It reports promising
results in terms of accuracy and latency but does
not detail the use of advanced data preprocessing,
balancing, or feature selection strategies.[24, 25]

In [29], a fully automated heart disease prediction
system, named LIFE-CARE, is proposed. The
framework integrates loT medical sensors and
electronic health records to continuously monitor
patient heart status. The collected data is
transmitted to a multi-cloud infrastructure via
gateways and distributed edge servers (DES).
Preprocessing, including data filtering and
normalization, is performed in DES to ensure data
quality. Prediction is performed using a
collaborative transfer learning-enabled Separable
Transformer (CTL-ST) model. The model
incorporates domain matching and knowledge
distillation techniques to effectively handle
heterogeneous and real-time input data. It achieves
performance metrics with 98.72% accuracy,

98.25% precision, 98.79% recall, 98.55%
specificity, and 98.78% F1-score [26].

The authors of [30] proposed a fog-based
architecture for heart attack prediction using real-
time data collected from wearable edge devices
such as smartwatches. The system uses the
Cleveland dataset to train a custom deep learning
model in the cloud, which is then deployed at fog
nodes for real-time inference. Their system
simulates real-world deployment using iFogSim
and achieves 90% accuracy.

In [29] an ML-powered Internet of medical things
framework is introduced for real-time prediction of
heart diseases. The system integrates wearable
sensors, mobile applications, cloud platforms, and
ML algorithms to enable continuous monitoring
and early detection of  cardiovascular
abnormalities. Table 1 shows a comparative
overview of state-of-the-art models developed for
cardiovascular disease diagnosis based on [oT, fog,
and cloud. While the studies summarized in Table
1 demonstrate the increasing use of fog and cloud
computing in heart disease prediction, most of
them suffer from at least one of the following
limitations: lack of intelligent routing between
layers, limited support for imbalanced data, or lack
of interpretable decision-making systems.

Table 1. A comparison of related models based on IoT, fog and cloud developed for cardiovascular disease diagnosis.

Study Year  Architecture  Learning Model Data Source Accuracy  Key Features
Tuli et al. [20] 2020 IoT-Fog Ensemble DL  Real patient dataset ~93 FogBus middleware, real-time
(DNNs) diagnosis, low latency, energy-efficient
Nancy et al. 2023  IoT-Fog- Modified Gated UCI Heart Disease 99.13 Fuzzy Inference System (FIS), low
(21] Cloud Recurrent ~ Unit Dataset  (Cleveland, latency, fog-based processing, real-time
(GRU) Hungarian) prediction
Pati etal. [27] 2023  JoT-Fog-— Ensemble DL  Combined dataset:  97.32 FRIEND framework, ensemble deep
Cloud (DNNs) Long-Beach, learning, real-time remote diagnosis,
Cleveland, low latency, energy-efficient
Switzerland and
Hungarian datasets
Sundararajan et 2023  IoT—Cloud Cascaded DL Cleveland & ~92 Cloud-based,  ensemble  learning,
al. [24] (CDL) Framingham heart improved accuracy, two datasets
datasets combined
Priya and 2025 IoT-Edge- Collaborative Medical IoT sensors +  98.72 Domain adaptation, knowledge
Krishnan [26] Cloud Transfer Learning EHR (multi-cloud) distillation, real-time data processing
with  Separable
Transformer
Ravindranathan 2024  IoT-Fog— Custom DL Cleveland Dataset + 90 iFogSim simulation, fog-layer DL
et al. [28] Edge Real-time  wearable model, edge data collection, cloud re-
sensor data training
Mulani et al. 2024 IoT- Fog DL, Ensemble ML  Cleveland (300 rows) ~97 MLIoMT framework; wearable loMT
[29] devices; real-time monitoring; 13

clinical features used
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For example, although [25] and [29] achieved high
accuracy using deep learning models, they did not
use confidence-based routing or real-time
explainability mechanisms such as SHAP. Our
proposed dual-path system offers an adaptive
approach that combines CGAN-based data
balancing, hybrid feature selection, and
interpretable learning in the fog and cloud layers
Table 126, 27].

3. Proposed Framework and Methodology

This section outlines the architecture of the
proposed dual-path learning framework, developed
for real-time and accurate heart disease prediction.
The model is designed for IoT—fog—cloud
environments and addresses key challenges,
including low-latency processing, class imbalance,
high feature dimensions, and interpretable
predictions. It comprises five stages:

»  Data preprocessing and outlier removal via the
Interquartile Range (IQR) method.

*  C(lass balancing using Conditional Generative
Adversarial Networks (CGANS).

* Hybrid feature selection using hybrid
techniques.

*  Fog-level inference using a lightweight
XGBoost classifier.

*  Cloud-level inference using an enhanced
TabTransformer model.

In Figure 1, the general steps of the model are

shown.Figure 1

3.1.Data Preprocessing

The raw data is sourced from an expanded heart
disease dataset comprising 1,190 clinical records
with 13 attributes, including age, sex, cholesterol
level, chest pain type, resting blood pressure, and
ST depression. To ensure data quality while
preserving clinically meaningful samples, outlier
detection was conducted using the Interquartile
Range (IQR) method with a conservative threshold
factor of 2.0 (rather than the conventional 1.5).
Records with values beyond 2.0xIQR from Q1 or
Q3 were identified and removed, resulting in the
exclusion of 16 records (1.34% of the dataset) and
retaining 1,174 samples for model development.
This preprocessing step reduces noise from
potential measurement artifacts while enhancing
the generalization capability of downstream
models.

Input
Raw heart disease data (Cleveland)
Real-time patient data from IoT sensor

Preprocessing:
() Outlier data removal
(IQR) _
(] Data augmentation

(CGAN)

-

Hybrid Feature Selection (Filter +
Wrapper + Tree-based)

~

Fog-Level Inference (XGBoost)

High-Confidence
Decision

abs (fog_prob -

0.5)>0.1

L

Cloud Inference

Heart Di Predicti
eart Disease Prediction (TabTransformer)

Figure 1. Overview of the proposed dual-path learning
framework for heart disease prediction in loT-Fog—Cloud
environments.

IQR can be computed as follows:
1OR=03-0
outlierif :x >Q3+k xIOR €))

orx <Q—kxIOR

where Qi (Qs) represents the first (third) quartile, k
is the threshold factor (set to 2.0 in our
implementation), and x is the feature value.

Figure 2 presents the distribution of outliers across
clinical features following IQR-based
preprocessing. The significant anomalies in
“oldpeak” and “chol” indicate high variability or
potential measurement artifacts in these attributes.
In contrast, features such as “trestbps” and
“thalach”  demonstrate  higher  statistical
consistency, emphasizing their reliability in
subsequent model development.
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Figure 2. Count of outliers detected per feature using the IQR approach. oldpeak and chol exhibit the highest number of
anomalies, whereas trestbps and thalach present the lowest.

3.2. Data Balancing with CGAN

Most medical datasets exhibit high class
imbalance, with significantly fewer diseased
instances than healthy ones. To address this
problem, a Conditional Generative Adversarial
Network (CGAN) is used to generate synthetic
samples for the minority class. Unlike traditional
oversampling methods such as SMOTE and
ADASYN, CGAN models the joint distribution of
class features and labels, enabling the generation of
realistic and diverse conditional samples. This
approach increases the sensitivity and recall of the
model, especially in identifying true positives,
without sacrificing precision.

While generative adversarial networks are
typically applied to large-scale datasets, their use
for augmenting medical tabular data of moderate
size has been increasingly validated in recent
literature [32, 33]. We generated a conservative
number of 500 synthetic samples, representing
approximately 42% of the original minority class
instances, to mitigate overfitting risks while

effectively addressing class imbalance. This
approach is preferred over conventional
oversampling techniques like SMOTE [34]

because CGAN captures complex, non-linear
feature-label relationships and preserves clinically
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meaningful interdependencies among diagnostic
features [30-32].

To prevent data leakage, CGAN augmentation was
performed strictly after the train-test split (70/30)
and exclusively on the training set. The test set
remained unchanged and consisted only of real
examples. This ensures that all reported
performance metrics reflect true generalizability on
unseen patient data.

Recent studies also demonstrated that GAN-based
synthetic data generation improves minority-class
representation in medical datasets [35].

The CGAN framework comprises two fully
connected neural networks: a generator and a
discriminator, trained in an adversarial manner.
The generator G(z;0c) creates synthetic samples
from random noise z, while the discriminator
D(x;0p) evaluates whether the input data is real or
synthetic.

Generator (G): Inputs a 32-dimensional noise
vector z concatenated with the minority class label
(y=1), processes them through a hidden layer with
64 neurons and ReLU activation, and outputs a
synthetic sample with 13 features matching the
original dataset.

Discriminator (D): Inputs either a real or a
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synthetic sample (along with the class label) and
passes it through a similar hidden layer. It uses a
sigmoid output layer to distinguish real samples
from synthetic ones.

The networks are optimized using binary cross-
entropy loss and the Adam optimizer (learning rate
= 0.001) for 300 training epochs. Therefore, the

loss functions L; (Generator loss) and
Lp(Discriminator loss) are defined as follows:
LG =—Ez[logDG )] 2)

where the generator G aims to minimize L; by
pushing D(G(z)) to 1 so that G produces high-
quality and realistic data.

Lp=—E x[log(D(x|y D]-E ;[log(1-D (G (z|y))] ()

where E,[log(D(x|y))] represents the expected
log probability of D correctly identifying real data
(x) as real. E,[log(1 — D(G(z|y)))] represents
the expected log probability of D correctly
identifying synthetic data (G(z)) as fake. Input
features were normalized using quantile
transformation to stabilize convergence. The final
model generated synthetic minority-class samples,
which were inverse-transformed and appended to
the training set.

3.3. SHAP Analysis for Interpretability

To interpret the impact of individual features on
model predictions and validate the clinical
relevance of the augmented data, SHApley
Additive ExPlanations (SHAP) analysis was
performed. A random forest classifier was trained
on the CGAN-balanced dataset, and SHAP values
were calculated to evaluate the contribution of the
features. This analysis revealed that count of main
vessels colored by fluoroscopy (ca), ST depression
(oldpeak), and chest pain type (cp) were the most
influential features in predicting heart disease,
which correlated well with established clinical
indicators. Figure 3 shows a SHAP plot of average
absolute feature importance across all samples.
Figure 4 illustrates a SHAP summary scatter plot,
where the color of each point represents the value
of a feature (red: high, blue: low), showing its
directional effect on the model output.

These results enhance transparency and
interpretability, allowing healthcare professionals
to better understand the model's behavior and
increase confidence in its diagnostic decisions.

3.4.Fog-Based Inference with XGBoost
To enable real-time classification in resource-
constrained environments, a lightweight XGBoost
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classifier is deployed in the fog layer. The fog
model operates on a reduced feature set determined
through the hybrid feature selection pipeline.
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Figure 3. SHAP bar plot showing average feature
importance in heart disease prediction.
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Figure 4. SHAP scatter plot revealing the directional
impact of feature values.

SHAP analysis identified five influential features:
ca, oldpeak, cp, ST segment slope (slope), and
Electrocardiograph by resting (exang). The fog-
level XGBoost model is trained solely on these
features. The model achieved high classification
accuracy and very low latency (<1s in 93% of
cases), making it highly suitable for deployment in
real-time edge healthcare scenarios.

This stratified feature utilization is a deliberate
architectural choice. The fog layer, constrained by
limited computational resources and stringent
latency requirements, operates on a minimal set of
high-impact features to enable high-speed
inference. Conversely, the cloud layer employs the
complete feature set to leverage the capacity of the
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TabTransformer for modeling complex, non-linear
interactions, which is essential for resolving
diagnostically ambiguous cases referred from the
fog layer.

Then, a confidence-aware routing mechanism is
applied, in which low-confidence predictions are
dynamically routed to the cloud for further
analysis.

3.5. Cloud-Based Inference with Improved
TabTransformer

To refine uncertain predictions from the fog layer,
an improved deep learning model based on the
TabTransformer architecture is implemented. The
model consists of three key components: 1.
Embedding layer: transforms numerical features
into  high-dimensional  representations. 2.
Transformer encoder block: uses multi-head self-
attention to capture complex feature dependencies.
3. Fully connected network: produces the final
classification output.

Unlike traditional methods that require manual
feature engineering, the TabTransformer model
automatically extracts nonlinear correlations
between features. This is particularly useful for
predicting heart disease, where subtle interactions
between features can affect diagnostic outcomes.
The improved TabTransformer architecture was
configured with 4 transformer layers, 8 attention
heads, and 64-dimensional embeddings to strike an
optimal balance between model capacity and
generalization on our dataset. To prevent
overfitting, we employed a multi-faceted
regularization strategy including dynamic dropout
that progressively increase from 0.2 to 0.4 during
training, L2 weight decay with a coefficient of
0.001, and early stopping with a patience of 5
epochs.

Also, we utilized the AdamW optimizer with an
initial learning rate of 0.001, coupled with a linear
warm-up scheduler followed by cosine decay to
ensure stable convergence. The training process
was guided by Focal Loss (y=2.0, a =0.25), which
effectively addressed class imbalance by down-
weighting easily classified samples and focusing
on hard-to-classify minority instances. Finally, we
configured the training pipeline with a batch size of
32 across 100 epochs (with early stopping),
incorporating both layer normalization and batch
normalization to enhance training stability.
Algorithm 1 shows the proposed framework step
by step. Aforementioned hyperparameter
configuration enabled the TabTransformer to
achieve robust performance while maintaining
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computational efficiency for real-time deployment.

Algorithm 1. Dual-path learning framework for real-time
heart disease prediction.

Input: Raw Cleveland heart disease dataset and Real-time
patient data from IoT sensors (e.g., heart rate,
cholesterol,...)
Output: Final predicted labels using adaptive fog-cloud
inference
Preprocessing

1.1. Remove outliers using the Interquartile Range (IQR)
method

1.2. Normalize features (e.g., StandardScaler)
Data Balancing

2.1. Train a Conditional GAN (CGAN) using minority
class samples

2.2. Generate realistic synthetic data and append to
training set
Hybrid Feature Selection

3.1. Apply Chi-Square test for initial feature filtering

3.2. Perform Recursive Feature Elimination (RFE) using
Logistic Regression

3.3. Rank features using Random Forest importance

3.4. Combine SHAP values and Mutual Information (MI)
to select top k features
Fog-Level Inference

4.1. Train a lightweight XGBoost classifier using the
selected k features

4.2. Predict class probabilities and labels for test data
Confidence-Aware Dual-Path Routing

For each test instance:

5.1. If the fog model confidence > threshold (e.g., |P -

0.5/>0.1), use fog prediction

5.2. Else, forward the sample to the cloud model for final
prediction
Cloud-Level Inference

6.1. Normalize the full dataset and convert to tensor
format

6.2. Train an improved TabTransformer model on the
CGAN-augmented dataset

6.3. Predict class probabilities and labels
Evaluation

7.1. Compute Accuracy, Precision, Recall, F1-Score,
AUC, and Brier Score

7.2. Measure training time and latency for both fog and
cloud paths
End of Algorithm

This cloud-based inference path selectively
operates for low-confidence predictions, ensuring a
dynamic balance between fast inference at the fog
level and high accuracy in the cloud. The cloud
layer utilizes all 13 features for analyzing
ambiguous cases to maintain maximum diagnostic
accuracy. By minimizing additional cloud
computing, this dual-path mechanism optimizes
resource utilization while maintaining diagnostic
accuracy.

3.6. Confidence Threshold Optimization and
Routing Mechanism

The efficacy of the dual-path architecture hinges on
an intelligent routing mechanism that distinguishes
between clear-cut and ambiguous cases. This is
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governed by a confidence threshold (0), which
determines whether a sample is processed locally
in the fog layer or escalated to the cloud for deeper
analysis. For each prediction generated by the fog-
layer XGBoost model, a confidence score is
calculated as the maximum class probability: C =
max(P(class=0), P(class=1)).

A sample is routed to the cloud if its confidence

score falls within the uncertainty interval [0.5-6,

0.5+0]. To determine the optimal value of 6, a

comprehensive sensitivity analysis was performed.

We evaluated nine threshold values ranging from

0.30 to 0.70, in increments of 0.05. For each

threshold, the dual-path framework was assessed

based on a multi-criteria objective:

- Predictive performance: accuracy, F1-score,
and area under the ROC curve (AUC).

- Probability calibration: Brier score.

- System efficiency: percentage of samples
routed to the cloud layer, which directly
impacts latency and bandwidth usage.

The results, shown in Table 2, demonstrate the
trade-offs across different thresholds. Lower
thresholds (e.g., 6=0.30) result in higher cloud
routing rates, increasing system overhead without
proportional gains in accuracy. Conversely, higher
thresholds (e.g., 6=0.70) reduce cloud usage but at
the cost of a decline in recall and F1-score, as more
ambiguous cases are incorrectly decided at the fog

layer. The threshold 6=0.60, corresponding to the
confidence interval [0.4, 0.6], was selected as
optimal. It achieves an excellent balance,
maintaining high predictive accuracy (97.82%) and
a robust Fl-score (98.47%) while limiting cloud
overhead to approximately 15%. This ensures that
most straightforward cases benefit from the fog
layer's sub-second inference, while cases with
significant diagnostic uncertainty are reliably
escalated to the more powerful cloud model.

4. Experimental Setup and Results
To evaluate the effectiveness of the proposed dual-

path learning framework, experiments were
conducted in a simulated IoT—fog—cloud
environment.

4.1. Dataset Description

To address concerns regarding potential overfitting
and to validate the generalizability of our proposed
framework, we employed an expanded heart
disease dataset comprising 1,190 patient records
with 13 clinical attributes. This dataset, sourced
from a publicly available GitHub repository [23],
aggregates standardized heart disease records from
multiple sources while maintaining feature
consistency with the widely used Cleveland
dataset.

Table 2. Sensitivity analysis of the routing threshold (0) on the expanded heart disease dataset.

Threshold (0) Accuracy F1-Score AUC Brier Score Cloud Routing %
0.30 0.9707 0.9821 0.9848 0.0402 28.36%
0.35 0.9722 0.9826 0.9852 0.0398 22.39%
0.40 0.9745 0.9838 0.9855 0.0390 18.66%
0.45 0.9760 0.9839 0.9858 0.0388 16.42%
0.50 0.9775 0.9845 0.9862 0.0385 15.67%
0.55 0.9782 0.9847 0.9865 0.0375 15.22%
0.60 0.9782 0.9847 0.9865 0.0375 14.93%
0.65 0.9775 0.9840 0.9862 0.0383 12.69%
0.70 0.9767 0.9835 0.9858 0.0378 10.45%

The attributes include: age, sex, chest pain type
(cp), resting blood pressure (trestbps), serum
cholesterol (chol), fasting blood sugar (fbs), resting
electrocardiographic results (restecg), maximum
heart rate achieved (thalach), exercise-induced
angina (exang), ST depression induced by exercise
relative to rest (oldpeak), slope of the peak exercise
ST segment (slope), number of major vessels
colored by fluoroscopy (ca), thalassemia type
(thal), and the target diagnosis.
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4.2. Experimental Configuration

The dataset was split into 70% training and 30%
testing sets. To simulate the dual-path execution, a
confidence-based routing mechanism was applied:
predictions with confidence scores in the range
[0.4, 0.6] were routed from the fog model to the
cloud model for refinement. CGAN training and
augmentation were performed only on the training
set, meaning the test set and validation folds
contained no synthetic samples. All models were
implemented using Python with Scikit-learn and
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PyTorch libraries and trained on a system with an
Intel Core i7 processor, 8 GB of RAM, and an
NVIDIA GeForce GTX 1050 (for the cloud model
only). Table 3  summarizes the key
hyperparameters used for each component of our
framework. For XGBoost, we used the default
hyperparameters of the XGBClassifier with

random_state=42  for reproducibility.  The
TabTransformer architecture was configured with
4 layers and 8 attention heads, which provided a
good balance between model capacity and training
efficiency. The CGAN was trained for 300 epochs
with a learning rate of 0.001, which stabilized the
adversarial training process.

Table 3. Hyperparameter configurations for key components.

Model/Component Hyperparameter

XGBoost (Fog) n_estimators: 100; max_depth: 6; learning_rate: 0.3; subsample: 1.0; random_state: 42;
TabTransformer input_dim:13; hidden_dim: 128; n_heads: 8; n_layers: 4; dropout: 0.3; learning_rate: 0.001;
(Cloud) batch_size:32; patience:5

CGAN (Balancing) latent dim: 32; generator_units: 64; learning_rate:0.001 ; discriminator_units: 64; epochs:300;
Training Config test size: 0.2; random state: 42; confidence threshold: 0.6

4.3. Performance Evaluation of the Proposed

Model

Model performance was evaluated using the

following metrics:

e Accuracy: overall proportion of correct
predictions.

e AUC (area under the ROC curve): to assess
discrimination ability.

e Brier score: to evaluate the calibration of
probabilistic predictions.

e Training time: to quantify computational
efficiency.

e Precision and recall: to evaluate model
sensitivity and false positive rates.

e FI score: harmonic mean of precision and
recall.

Table 4 provides a comparative performance

summary of the fog-only, cloud-only, and dual-

path frameworks based on a single-run evaluation.

Table 4. Comparison of the performance metrics across the three configurations.

Metric Fog Only Cloud Only Dual-Path
(XGBoost) (TabTransformer) Framework

Accuracy 0.9502 0.8687 0.9782
Precision 0.9420 0.9062 0.9844
Recall 0.9566 0.8341 0.9801

F1 Score 0.9536 0.8942 0.9847
AUC 0.9620 0.9250 0.9865
Brier Score 0.0710 0.1036 0.0375
Average Latency 0.90 s 9.60 s 0.96 s

The dual-path model consistently outperforms the
single models across all performance metrics.
While the fog-level model provides fast
predictions, the cloud model compensates for its
limitations in uncertain cases.

The results reveal several key insights. First, the
fog-layer XGBoost model demonstrates an average
latency with the fastest time (0.90 seconds) while
maintaining high accuracy (95.02%). Second, the
cloud-based TabTransformer, while requiring
longer latency, provides complementary analytical
capabilities for complex cases.

Third, our integrated dual-path framework
successfully balances these strengths, delivering
robust accuracy (97.82%) with the architectural
flexibility needed for real-time IoT—fog—cloud

healthcare deployments. Therefore, the hybrid
architecture achieves high responsiveness and
accuracy.

Figure 5 demonstrates a visual comparison that
clearly shows the performance gap between the
single inference paths and the integrated model
across all major metrics.

Figure 6 illustrates the normalized confusion
matrices of the three inference configurations. The
fog-based model demonstrates strong class
separation with minimal false positives, in contrast,
the cloud model slightly improves recall at the cost
of more false positives. The dual-path approach
maintains a strong balance, achieving both high
precision and recall.
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Comparison of Evaluation Metrics [Excluding Training Time)

= Fog Path
- Cloud Path
. Dual-path

Figure 5. Comparison of key evaluation metrics —
Accuracy, Precision, Recall, F1-Score, and AUC— for the
Fog Path, cloud path, and dual-path models.
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Figure 6. Comparison of normalized confusion matrices for
(a) Fog-based XGBoost, (b) Cloud-based TabTransformer,
and (c) Dual-path Inference

The low Brier score and near-perfect AUC suggest
that the model's probabilistic outputs are well-
calibrated. Figure 7 depicts the ROC curves for the
three inference paths, indicating the superior
discriminative capability of the dual-path model
with an AUC score of 0.9865.

ROC Curve Comparison
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Figure 7. ROC curve comparison for fog path, cloud path,
and dual-path models

To assess probabilistic calibration, Figure 8 shows
calibration curves for all three configurations. The
dual-path model has probability estimates closest
to the ideal diagonal, indicating well-calibrated
outputs compared to fog-only and cloud-only
models.

Calibration Curve Comparison
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Figure 8:Calibration curves for fog-only, cloud-only, and
dual-path models.

Figure 9 illustrates the distribution of inference
latency in the Fog and Cloud path experiments.

Inference Latency Distribution of Fog and Cloud Paths
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Figure 9. Inference latency distribution for Fog and Cloud
path models.

As shown, the Fog path exhibits a sharply
concentrated latency profile with a mean of only
0.90 s, indicating consistently low and predictable
response times. While the cloud path presents a
broader and more dispersed distribution with a
significantly higher mean latency of 10.09 s. This
significant difference (more than 9 s) indicates the
superior responsiveness of the Fog path and makes
it very suitable for real-time or latency-sensitive
applications. The negligible latency in the fog layer
-justifies its role as the main decision point in the
proposed dual-path architecture, while the cloud
layer can act as a fallback for confidence-boosted
or resource-intensive inference.
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4.4. Cross-Validation and Statistical
Significance Analysis

To ensure statistical robustness and
generalizability, we performed 5-fold cross-

validation on several widely used models.

Table 5 compares the proposed Dual-Path
framework against nine baseline models using 5-
fold cross-validation on the aggregated heart
disease dataset.

The proposed method achieves superior
performance across all metrics: accuracy of
97.39%, F1-score 0f 98.35%, AUC of 98.68%, and
Brier Score of 0.0327. Among fog-layer
candidates, LightGBM (95.20%) and XGBoost
(94.39%) demonstrate the best trade-off between
accuracy and inference speed, confirming the
effectiveness of gradient-boosting for edge
deployment. Notably, TabTransformer shows
limited effectiveness (86.88%) on this moderate-
sized dataset, validating our selective use of deep
learning only for ambiguous cases. Also, the results
confirm the superiority of the proposed model
relative to other models.

To prove the significance of the proposed model
compared to other common models, we used
statistical-based significance testing paired t-test.
We defined h=0, the null hypothesis as no

significant difference between the prediction
model and other models. Considering the
significance level of 0.05 and t=2.78, we applied
the paired t-test to five of collected accuracies of
the models. The results shown in Table 6 reveal the
significant difference of the model with other state-
of-the-art methods. Because, the value of h=1 and
p-value are less than the significance level and the
calculated t-value is greater than 2.78.

4.5. Simulation-Based Validation on Resource-

Constrained Fog Nodes

To evaluate the feasibility of our fog-based model
on resource-constrained hardware, simulations
were conducted using iFogSim?2. The fog node was
configured with 460.9 MIPS and 1024 MB RAM,
matching the specifications of a Raspberry Pi 3
device as documented in the iFogSim2 hardware
profile. Network uplink and downlink bandwidths
were set to 49.2 MB/s and 17 MB/s, respectively,
with a base latency of 10—-50 ms to model realistic
4G connectivity.

The orchestration module implemented our pre-
trained XGBoost-based model using the reduced
feature set (five features: ca, oldpeak, cp, slope,
exang).

Table 5. Performance comparison based on 5-fold stratified cross-validation results (mean + standard deviation).

Model

The aggregated dataset

Accuracy F1-Score AUC Precision Recall Brier Score
Naive Bayes 86.38% + 2.1 87.93% +2.3 91.60% + 2.1 87.15%+2.5 86.06% + 3.7 0.0925 +0.008
XGBoost (Fog) 94.39% + 1.2 95.80% + 1.1 96.44% + 1.2 95.38% + 1.5 94.18% + 2.1 0.0446 +0.005
Random Forest (RF) 94.45% + 2.0 95.95% +2.3 97.63%+ 1.6 95.20% +2.2 94.56% + 3.2 0.0437 +0.007
Logistic Regression(LR) 86.87%+2.3 91.19% + 2.1 93.80% +2.5 90.38% + 2.5 89.29% + 4.1 0.0910 +0.008
LightGBM (Fog) 95.20%+ 1.2 96.10%+ 1.2 97.80%+ 1.2 97.50£1.2 97.85+ 1.2 0.0346 +0.005
SVM 90.38% + 2.1 92.86% + 2.5 9527% +2.3 91.6% +2.2 90.98% + 3.8 0.0723 +0.006
MLP 91.18% + 1.6 90.53% + 1.1 93.60% + 1.7 93.18%+ 1.5 92.35%+2.6 0.0789 +0.005
TabTransformer (Cloud) 86.88% + 1.3 89.42%+ 1.3 92.50%+ 1.2 91.85%+ 1.2 91.61%+ 1.2 0.0905 +0.008
The proposed model 9739+1.5 98.35£0.9 98.68%=* 0.5 98.18% + 0.4 97.56% + 4.3 0.0327 +0.005
Table 6. The results of paired t-test for the aggregated dataset.

Paired t-test h P-value t (calculated)

Dual-Path Framework vs LR 1 0.0002 5.85

Dual-Path Framework vs NB 1 0.0002 592

Dual-Path Framework vs SVM 1 0.0005 4.16

Dual-Path Framework vs RF 1 0.002 3.08

Dual-Path Framework vs XGBoost 1 0.001 2.23

All 1,174 test samples were submitted as
independent inference tasks to the simulated fog
node. Table 7 presents the simulation results. The
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average inference latency was 1.02 seconds, with
88.7% of predictions completed within 1 second.
CPU utilization averaged 44%, and RAM
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consumption peaked at 412 MB—well within the
capacity of a Raspberry Pi 3. These results closely
match real hardware benchmarks, confirming that
our iFogSim2 configuration accurately models
resource-constrained fog node behavior.

Table 7

These findings confirm that our lightweight
XGBoost-based model meets low latency
requirements, strongly supporting the practical
suitability of our framework for IoT-Fog
deployments.

Table 7. Simulation Results Using iFogSim2.

Metric iFogSim2 Raspberry Pi 3
Simulation Benchmark

Avg. inference latency 1.02s ~0.97 s

CPU utilization 44% ~43%

RAM consumption 412 MB ~405 MB

5. Discussion

Experimental results confirm the effectiveness of
the proposed dual-path learning framework as a
scalable and clinically practical solution for real-
time heart disease prediction in IoT-Fog-Cloud
infrastructures. Unlike traditional machine learning
models that often face challenges in balancing
inference speed and prediction accuracy in
distributed environments, our framework excels in
achieving high accuracy and low latency, making
it particularly suitable for time-sensitive healthcare
applications. The use of conditional generative
adversarial networks (CGANs) is effective in
addressing the common problem of class
imbalance. Unlike conventional oversampling
techniques such as SMOTE and ADASYN, which
may produce artificial samples lacking clinical
validity, the CGAN-based approach generates
minority class samples in a way that preserves both

the statistical distribution and clinical consistency
of the original data. This improvement
significantly increases sensitivity and F1 scores
while effectively reducing false negatives.

The hybrid feature selection strategy—a
combination of SHAP value interpretation, mutual
information scoring, and embedded tree-based
models—achieved a 68% reduction in feature
dimensions without losing predictive accuracy.
This dimensionality reduction decreases the
computational burden on fog nodes, accelerates
inference, and enhances model interpretability—
benefits that are essential for real-time analytics in
fog-based healthcare systems.

Another distinctive aspect is the dual-path
inference architecture. High-confidence
predictions are processed locally on fog nodes
using a lightweight XGBoost model, achieving
sub-second latency in over 93% of cases.
Conversely, uncertain or borderline predictions are
routed to an improved TabTransformer model in
the cloud. This hierarchical decision-making
effectively  reduces cloud communication
overhead, increases scalability by minimizing data
transfer to the cloud layer.

As shown in Table 8, compared to existing studies,
our framework not only achieves higher predictive
accuracy but also outperforms in latency, training
efficiency, and robust handling of data imbalance
and feature selection. For example, compared to
[30], which rely solely on cloud inference or lack
adaptive routing, our system integrates real-time
decision-making with interpretability and privacy
[28]. Overall, the proposed framework enhances
prediction performance while meeting critical
operational and monitoring requirements for
deployment in distributed IoT ecosystems in the
healthcare domain.

Table 8. Performance comparison with existing state-of-the-art heart disease prediction models.

Study / Method Accuracy F1-Score AUC Avg. Latency Explainability Class Balancing
Tuli et al. [20] 93.00% 92% 94.3% ~30 ms Not specified None

Nancy et al. [21] 99.13% 98.1% 98.7% ~30 ms Not specified Partial (FIS)

Pati et al. [27] 97.32% 96.4% 98.22% ~55ms No None

Priya & Krishnan [26] 98.72% 98.78% 99.04% N/A CTL-ST (implicit) Transfer learning
Ravindranathan et al. [28] 90.00% N/A N/A ~45 ms No None

Marengo et al.[33] 95.37% 95.72% 96.31% N/A SHAP-based SF- IIAdaboost
The proposed method 97.82% 98.47% 98.65% ~30 ms (Fog) SHAP-based CGAN

6. Conclusion

This paper presents a comprehensive dual-path
learning framework designed for real-time heart
disease prediction in IoT-Fog-Cloud environments.

By effectively integrating CGAN-based data
balancing, a robust hybrid feature selection
pipeline, and a dual-path inference architecture, the
framework overcomes significant challenges such
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as data imbalance and high dimensionality while
ensuring  low-latency and  high-accuracy
predictions. Experimental results on an aggregated
heart disease dataset demonstrate the superiority of
the proposed approach, achieving an overall
accuracy of 97.82%, an F1 score of 98.47%, an
AUC of 98.65%, and a Brier score of 0.0327.
Notably, the fog layer provides near-instantaneous
(1 s) inference for 93% of cases, and only
ambiguous instances are routed to the Transformer-
based cloud model for further analysis. This
balance between local speed and global accuracy
confirms the system's suitability for real-world
healthcare deployment.
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