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 Deep Neural Networks (DNNs) are increasingly deployed in safety-

critical domains such as autonomous driving, healthcare, finance, and 

natural language processing, yet they remain vulnerable to adversarial 

attacks—subtle manipulations that can cause confident 

misclassifications or misleading predictions. This fragility poses a 

major barrier to building secure and trustworthy AI systems. 

Conventional defenses, including adversarial training and heuristic 

detection, often struggle to balance robustness, adaptability, and 

computational cost. To overcome these limitations, we propose a 

hybrid adaptive defense framework that unifies Ant Colony 

Optimization (ACO) with Reinforcement Learning (RL). ACO 

efficiently explores the high-dimensional space of defense 

hyperparameters to find globally optimal configurations, while RL 

enables dynamic, context-aware adaptation of defense strategies in 

real time. The proposed ACO-RL framework was rigorously 

evaluated across six diverse benchmark datasets spanning multiple 

data modalities: MNIST and CIFAR-10 (vision), IMDB and AG 

News (text), and Cora and Reddit-Binary (graph). Experimental 

results show that ACO-RL consistently enhances robustness against 

a wide spectrum of adversarial attacks, outperforming several state-

of-the-art baselines. These findings highlight a promising pathway 

toward developing resilient, cross-domain AI systems capable of 

defending against evolving adversarial threats. 
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1. Introduction 

The rapid advancement of Deep Neural Networks 

(DNNs) has revolutionized artificial intelligence, 

enabling unprecedented performance across 

diverse domains including computer vision, natural 

language understanding, and graph-based 

reasoning. These systems now underpin critical 

applications in autonomous vehicles, medical 

diagnosis, financial fraud detection, and content 

moderation—contexts where errors can have 

severe real-world consequences [1, 2]. However, 

despite their remarkable capabilities, DNNs exhibit 

a troubling vulnerability: they can be easily fooled 

by adversarial examples—imperceptibly perturbed 

inputs crafted to induce erroneous predictions with 

high confidence [3, 4]. This fragility presents a 

fundamental challenge to deploying AI systems in 

safety-critical environments, where robustness and 

reliability are not merely desirable but essential. 

Adversarial attacks have evolved significantly 

since their initial discovery, ranging from gradient-

based white-box attacks such as the Fast Gradient 

Sign Method (FGSM) and Projected Gradient 

Descent (PGD) to more sophisticated black-box 

and transfer-based attacks [5, 6]. Recent research 
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has demonstrated that adversarial perturbations can 

transfer across models and even across data 

modalities, suggesting that this vulnerability stems 

from fundamental properties of high-dimensional 

learning rather than implementation flaws [7, 8]. 

Moreover, adversarial threats extend beyond image 

classification to affect natural language processing 

systems through word substitutions and semantic 

manipulations, as well as graph neural networks 

through structural perturbations [9, 10]. This cross-

domain persistence of adversarial vulnerabilities 

underscores the urgent need for defense 

mechanisms that generalize across diverse data 

types and application contexts. 

Current defense strategies can be broadly 

categorized into preventive and reactive 

approaches. Adversarial training, which augments 

the training dataset with adversarial examples, 

remains the most widely adopted preventive 

method [11, 12]. While effective against known 

attacks, adversarial training suffers from several 

critical limitations: it incurs substantial 

computational overhead, often requiring 5–10 

times more training time; it exhibits poor 

generalization to unseen attack types; and it 

frequently leads to accuracy-robustness trade-offs 

on clean data [13, 14]. Reactive defenses, including 

input transformation, adversarial detection, and 

certified robustness methods, offer alternative 

pathways but come with their own challenges [15, 

16]. Input preprocessing techniques such as JPEG 

compression or bit-depth reduction can be 

circumvented by adaptive attacks [17]. Adversarial 

detectors struggle with high false positive rates and 

vulnerability to detection-aware adversaries [18]. 

Certified defense methods provide mathematical 

guarantees but often achieve only modest 

robustness at significant computational cost [19, 

20]. The limitations of single-strategy defenses 

have motivated researchers to explore hybrid and 

ensemble approaches that combine multiple 

defense mechanisms [21, 22]. However, most 

existing hybrid methods rely on hand-crafted 

combinations with fixed hyperparameters, failing 

to adapt to evolving attack strategies or varying 

operational contexts [23]. This rigidity poses a 

significant weakness, as adversaries can exploit 

knowledge of static defense configurations to 

design adaptive attacks specifically tailored to 

bypass them [24, 25]. What is needed, therefore, is 

an intelligent defense framework capable of 

dynamically optimizing its configuration and 

adapting its strategy in response to the specific 

characteristics of incoming threats—essentially, a 

defense system that can "learn to defend" rather 

than simply applying pre-programmed rules. 

Nature-inspired optimization algorithms and 

reinforcement learning represent two powerful 

paradigms that, when thoughtfully combined, can 

address these challenges. Ant Colony Optimization 

(ACO), inspired by the foraging behavior of ant 

colonies, has demonstrated exceptional 

performance in solving complex combinatorial 

optimization problems across diverse domains [26, 

27]. ACO's population-based search mechanism 

enables effective exploration of vast solution 

spaces while avoiding premature convergence to 

local optima—a crucial advantage when 

optimizing the high-dimensional hyperparameter 

landscape of defense mechanisms [28]. 

Conversely, Reinforcement Learning (RL) excels 

at learning adaptive policies through interaction 

with dynamic environments, making it well-suited 

for real-time decision-making in the face of 

evolving adversarial strategies [29, 30]. Recent 

advances in deep RL, including policy gradient 

methods and actor-critic architectures, have shown 

promise in adversarial robustness applications [31, 

32]. Despite the individual strengths of ACO and 

RL, few studies have systematically investigated 

their synergistic integration for adversarial defense. 

ACO's global search capabilities can identify 

promising regions of the defense configuration 

space, but it lacks the ability to adapt dynamically 

to sequential decision-making scenarios. 

Conversely, RL agents can learn adaptive defense 

policies but often struggle with high-dimensional 

action spaces and require careful reward shaping 

[33, 34]. We hypothesize that combining these 

complementary strengths—using ACO to optimize 

the structural components and hyperparameters of 

defense mechanisms, while leveraging RL to 

enable real-time adaptive responses—can yield a 

defense framework that is simultaneously robust, 

efficient, and generalizable across data modalities. 

In this work, we propose a novel hybrid ACO-RL 

defense framework that addresses the limitations of 

existing approaches through intelligent 

optimization and adaptive decision-making. Our 

framework operates in two integrated phases: an 

offline optimization phase where ACO explores the 

space of defense configurations to identify globally 

optimal hyperparameter settings, and an online 

adaptation phase where an RL agent dynamically 

adjusts defense strategies based on observed attack 

characteristics and model confidence patterns. 

Specifically, ACO optimizes critical defense 

parameters including adversarial training batch 

composition, input transformation sequences, and 

detection thresholds, while the RL agent learns to 

select and configure defense mechanisms in real 

time based on the current threat landscape. This 
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hybrid architecture enables our framework to 

achieve both long-term optimality through ACO's 

global search and short-term adaptability through 

RL's reactive learning. We validate the 

effectiveness of our proposed ACO-RL framework 

through comprehensive experiments across six 

benchmark datasets spanning three distinct data 

modalities: image data (MNIST, CIFAR-10), text 

data (IMDB, AG News), and graph data (Cora, 

Reddit-Binary). This multi-domain evaluation 

strategy is crucial for demonstrating the 

generalizability of our approach, as cross-modal 

robustness remains a significant challenge in 

adversarial defense research [35, 36]. Our 

experimental protocol includes evaluation against 

diverse attack types—gradient-based attacks 

(FGSM, PGD, C&W), modality-specific attacks 

(TextFooler for NLP, Metattack for graphs), and 

transfer-based attacks—under both white-box and 

black-box threat models. We compare our ACO-

RL framework against several state-of-the-art 

baselines, including vanilla adversarial training, 

ensemble defenses, adversarial detection methods, 

and recent hybrid approaches. 
The experimental results demonstrate that our 
ACO-RL framework achieves substantial 
improvements in adversarial robustness across all 
evaluated datasets and attack scenarios, with robust 
accuracy gains ranging from 8% to 15% compared 
to baseline methods. Notably, our approach 
maintains strong performance on clean data, 
addressing the common accuracy-robustness trade-
off that plagues many defense mechanisms. 
Ablation studies reveal that both the ACO 
optimization and RL adaptation components 
contribute meaningfully to overall robustness, with 
their combination yielding synergistic benefits 
beyond what either approach achieves 
independently. Furthermore, our framework 
demonstrates encouraging transferability, with 
defense configurations learned on one dataset 
showing non-trivial effectiveness when applied to 
related domains. The primary contributions of this 
research can be summarized as follows: 
• Novel Hybrid Framework. We introduce the first 
systematic integration of Ant Colony Optimization 
and Reinforcement Learning for adversarial 
defense, combining global optimization with 
adaptive decision-making to create a defense 
system that is both strategically optimized and 
tactically responsive. 
• Cross-Modal Validation. We provide 
comprehensive empirical validation across vision, 
language, and graph domains, demonstrating the 
broad applicability and generalizability of our 
approach across diverse data modalities and neural 
network architectures. 

• Dynamic Adaptation Mechanism. Our RL-based 
adaptation module enables real-time defense 
strategy selection based on observed attack 
characteristics, moving beyond static defense 
configurations toward intelligent, context-aware 
security. 
• Practical Efficiency. Despite combining two 
computationally intensive techniques, our 
framework achieves practical efficiency through 
careful design choices, including offline ACO 
optimization and lightweight RL inference, making 
it viable for real-world deployment. 
• Comprehensive Evaluation Protocol. We 
establish a rigorous evaluation framework that 
assesses defense effectiveness against diverse 
attack types, measures clean accuracy preservation, 
analyzes computational overhead, and investigates 
transferability across domains. 
The remainder of this paper is organized as 
follows: Section 2 reviews related work in 
adversarial attacks, defense mechanisms, and 
hybrid optimization approaches. Section 3 presents 
our proposed ACO-RL framework, detailing the 
architecture, optimization process, and adaptation 
mechanism. Section 4 describes our experimental 
methodology, including datasets, attack 
configurations, baseline methods, and evaluation 
metrics. Section 5 presents and analyzes our 
experimental results, including main findings, 
ablation studies, and transferability analysis. 
Finally, Section 6 concludes the paper with a 
summary of contributions and broader impact 
considerations. 

2. Related Works 

The pursuit of adversarial robustness in deep 

learning has spawned a rich and rapidly evolving 

research landscape. In this section, we provide a 

comprehensive review of existing work organized 

into several thematic categories: adversarial attack 

methodologies, defense mechanisms, 

optimization-based approaches to robustness, 

reinforcement learning applications in adversarial 

settings, and hybrid defense strategies. We 

critically examine the strengths and limitations of 

prior approaches to contextualize our contributions 

and highlight the research gaps that motivate our 

work. 

2.1. Adversarial Attack Methodologies 

The discovery of adversarial examples by Szegedy 

et al. [37] revealed a fundamental vulnerability in 

deep neural networks: imperceptible perturbations 

to inputs can cause confident misclassifications. 

This seminal finding catalyzed extensive research 

into understanding and exploiting this 

phenomenon. Goodfellow et al. [3] introduced the 

Fast Gradient Sign Method (FGSM), a simple yet 
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effective one-step attack that computes 

perturbations by taking the sign of the loss 

gradient. While computationally efficient, FGSM 

often produces suboptimal perturbations due to its 

linearization assumption. Subsequent research 

developed more sophisticated iterative attacks that 

achieve higher success rates through multi-step 

optimization. The Basic Iterative Method (BIM) 

and Projected Gradient Descent (PGD) [5] 

iteratively refine perturbations while projecting 

them back into a constrained perturbation budget, 

effectively solving a constrained optimization 

problem. Madry et al. [5] demonstrated that PGD 

represents one of the strongest first-order 

adversaries, establishing it as a de facto standard 

for evaluating robustness. Carlini and Wagner [38] 

proposed the C&W attack, which reformulates the 

adversarial objective to balance attack strength 

with perturbation magnitude through a carefully 

designed loss function. This attack remains among 

the most powerful white-box methods, though at 

significant computational cost. Beyond gradient-

based attacks, researchers have explored 

alternative attack paradigms. Transfer-based 

attacks [7] exploit the observation that adversarial 

examples crafted for one model often transfer to 

other models, even those with different 

architectures or training procedures. This 

transferability poses serious security risks in black-

box scenarios where attackers lack direct access to 

target models. Dong et al. [6] enhanced transfer 

attacks by introducing momentum into the gradient 

computation, stabilizing the optimization process 

and improving cross-model transferability. Score-

based black-box attacks [39] query the target 

model to estimate gradients or decision boundaries, 

while decision-based attacks [40] require only the 

final predicted label, representing the most 

restrictive threat model. The adversarial threat 

landscape extends beyond image classification to 

encompass diverse data modalities. In natural 

language processing, adversarial attacks 

manipulate text through word substitutions, 

character-level perturbations, or sentence 

paraphrasing [9, 41]. TextFooler [42] generates 

adversarial text by replacing words with 

semantically similar alternatives that preserve 

grammatical correctness while fooling NLP 

models. For graph-structured data, attacks modify 

graph topology or node features to mislead graph 

neural networks [10, 43]. Metattack [44] and other 

graph adversarial methods exploit the inherent 

sparsity and discrete nature of graph structures, 

presenting unique challenges distinct from 

continuous perturbations in images or text. 

2.2. Defense Mechanisms 

The arms race between attacks and defenses has 

produced numerous defensive strategies, which can 

be broadly categorized into preventive and reactive 

approaches. Adversarial training, first 

systematically explored by Goodfellow et al. [3] 

and later refined by Madry et al. [5], remains the 

most effective and widely adopted defense 

mechanism. The core principle is intuitive: 

augment the training dataset with adversarial 

examples generated on-the-fly, forcing the model 

to learn robust decision boundaries that resist 

perturbations. The min-max formulation of 

adversarial training seeks parameters that minimize 

loss on the worst-case adversarial perturbations 

within a specified threat model [5]. Despite its 

effectiveness, adversarial training suffers from 

several well-documented limitations. First, it 

incurs substantial computational overhead, often 

requiring 5-10 times more training time than 

standard training due to the need to generate 

adversarial examples at each iteration [12]. Second, 

models trained adversarially often exhibit reduced 

accuracy on clean (unperturbed) data, a 

phenomenon known as the robust accuracy trade-

off [20, 45]. Third, adversarial training tends to 

overfit to the specific attack used during training, 

showing limited generalization to unseen attack 

types [13, 24]. Recent work has sought to address 

these limitations through various refinements, 

including improved data augmentation strategies 

[12], curriculum learning approaches that gradually 

increase attack strength [46], and techniques to 

mitigate robust overfitting [13]. Ensemble 

adversarial training [47] combines adversarial 

examples from multiple source models to improve 

robustness against transfer attacks. Zhang et al. 

[14] demonstrated that incorporating strategically 

chosen "failed" adversarial examples—those that 

do not successfully fool the current model—can 

paradoxically strengthen robustness. Pang et al. 

[21] compiled a comprehensive "bag of tricks" for 

adversarial training, showing that careful 

hyperparameter tuning, learning rate scheduling, 

and regularization techniques significantly impact 

final robustness. An alternative defensive 

philosophy focuses on detecting adversarial 

examples rather than correctly classifying them. 

Detection methods analyze input characteristics, 

model behavior, or hidden representations to 

distinguish adversarial from benign examples  [48, 

49]. Feature squeezing [15] reduces input 

complexity through bit-depth reduction or spatial 

smoothing, then compares predictions on original 

and squeezed inputs—large discrepancies suggest 

adversarial manipulation. Statistical tests on neural 
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network activations [50] or output distributions 

[51] can also reveal adversarial perturbations. 

However, detection-based defenses face 

fundamental challenges. Carlini and Wagner [18] 

demonstrated that many proposed detection 

methods can be circumvented through detection-

aware adaptive attacks that explicitly minimize 

detectability. The detectability of adversarial 

examples remains an open question, with some 

evidence suggesting that sufficiently small 

perturbations may be fundamentally 

indistinguishable from benign noise [52]. 

Furthermore, detection methods often suffer from 

high false positive rates, which can impair system 

usability in practical deployments [53]. Input 

transformation defenses attempt to remove or 

neutralize adversarial perturbations before they 

reach the classifier. Common approaches include 

JPEG compression [54], bit-depth reduction [15], 

spatial smoothing [55], and denoising autoencoders 

[56]. These methods exploit the observation that 

adversarial perturbations often lie in high-

frequency components or imperceptible 

dimensions that can be filtered out. The Achilles' 

heel of transformation-based defenses is their 

vulnerability to adaptive attacks designed with 

knowledge of the transformation [17]. Athalye et 

al. [17] showed that obfuscated gradients—

situations where defenses inadvertently hide rather 

than eliminate adversarial perturbations—create a 

false sense of security that crumbles against 

properly adapted attacks. Backward Pass 

Differentiable Approximation (BPDA) [17] allows 

attackers to compute gradients through non-

differentiable transformations, effectively 

bypassing many preprocessing defenses. Certified 

defense methods provide provable guarantees of 

robustness within a specified threat model, 

representing a theoretically principled approach to 

adversarial robustness [57, 58]. Randomized 

smoothing [16, 19] constructs a smoothed classifier 

by averaging predictions over random noise, then 

derives certification radii within which no 

adversarial example can exist. Interval bound 

propagation and abstract interpretation techniques 

[59, 60] compute guaranteed bounds on neural 

network outputs under input perturbations. While 

intellectually satisfying, certified defenses face 

practical challenges. Current certification methods 

typically achieve only modest certified radii—

often insufficient for meaningful security 

guarantees—and the computational cost of 

certification grows rapidly with network size and 

desired robustness level [61]. Moreover, 

certification is typically limited to ℓ₂ or ℓ∞ norm-

bounded perturbations and does not readily extend 

to more complex threat models or diverse data 

modalities [62]. 

2.3. Optimization-Based Approaches to 
Robustness 

Nature-inspired optimization algorithms have 

found increasing application in adversarial 

robustness research, although their adoption 

remains less widespread than gradient-based 

methods. Genetic algorithms [63] and particle 

swarm optimization [64] have been employed to 

generate adversarial examples and optimize 

defense parameters. These population-based 

methods can explore non-convex solution spaces 

more effectively than gradient descent in certain 

scenarios. Ant Colony Optimization, inspired by 

the collective foraging behavior of ant colonies, has 

demonstrated success in various machine learning 

contexts [27, 65]. ACO's key strength lies in its 

ability to balance exploration and exploitation 

through pheromone-based communication, making 

it well-suited for high-dimensional combinatorial 

optimization problems. Recent applications of 

ACO in neural network training [66] and 

hyperparameter tuning [27] suggest its potential for 

optimizing defense configurations, although direct 

applications to adversarial robustness remain 

limited. Bayesian optimization [67] and AutoML 

techniques [68] have also been applied to optimize 

defense mechanisms by treating robustness as a 

black-box objective function. These methods can 

efficiently search high-dimensional 

hyperparameter spaces but typically require 

numerous evaluations and may not scale to real-

time adaptation scenarios. 

2.4. Reinforcement Learning in Adversarial 
Settings 

Reinforcement learning has emerged as a 

promising paradigm for both attacking and 

defending neural networks. From an adversarial 

perspective, RL can generate diverse attacks by 

framing perturbation generation as a sequential 

decision-making problem [69]. Attacking agents 

learn policies that maximize misclassification 

probability while minimizing perturbation 

magnitude, often discovering novel attack 

strategies not captured by gradient-based methods 

[70]. On the defensive side, RL enables adaptive 

defense policies that respond dynamically to 

observed threats. Behzadan and Munir [31] 

explored RL-based defense strategies that learn to 

detect and counter adversarial perturbations 

through interaction with adversarial environments. 

Meta-learning approaches [71] train defense agents 

across diverse attack distributions, promoting 
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generalization to unseen attacks. Policy gradient 

methods and actor-critic architectures [72] have 

shown particular promise for learning robust 

defense strategies. However, applying RL to 

adversarial robustness faces several challenges. 

The high-dimensional action space of defense 

configurations can make learning sample-

inefficient [34]. Reward function design proves 

critical yet non-trivial—balancing clean accuracy, 

robust accuracy, and computational efficiency 

requires careful engineering [73]. Furthermore, RL 

agents themselves can be vulnerable to adversarial 

manipulation [31, 74], necessitating robust training 

procedures. 

2.5. Hybrid and Ensemble Defense Strategies 

Recognizing the limitations of single-strategy 

defenses, recent research has explored hybrid 

approaches that combine multiple defensive 

mechanisms [75, 76]. Ensemble defenses 

aggregate predictions from multiple models, 

exploiting diversity to improve robustness [77, 78]. 

Diverse architectures, training procedures, or 

adversarial training regimes can be combined to 

create ensembles that are collectively more robust 

than individual models. Strauss et al. [79] proposed 

adaptive defense frameworks that select defense 

strategies based on input characteristics or threat 

indicators. These systems monitor incoming data 

for signs of adversarial manipulation and 

dynamically adjust their defensive posture 

accordingly. Multi-stage defense pipelines [80] 

combine detection, transformation, and robust 

classification in sequence, creating defense-in-

depth architectures. Despite these advances, most 

hybrid defenses rely on hand-crafted combinations 

with static configurations. They lack the ability to 

optimize defense parameters globally or adapt in 

real-time to evolving threats. Furthermore, the 

interaction effects between different defense 

components remain poorly understood, with 

potential for both synergistic benefits and 

detrimental interference [81]. 

2.5. Cross-Domain and Multi-Modal 
Robustness 

Most adversarial robustness research focuses on 

single domains—typically image classification on 

benchmark datasets like MNIST or CIFAR-10. 

However, modern AI systems increasingly operate 

across multiple modalities and domains [82, 83]. 

Recent work has begun investigating cross-modal 

transferability of adversarial examples [7] and 

developing defenses that generalize across data 

types [35, 84]. Multi-modal learning presents 

unique challenges for adversarial robustness. 

Attacks can target individual modalities or exploit 

cross-modal interactions [85]. Defenses must 

balance robustness across all input modalities 

while maintaining cross-modal alignment [36]. 

Vision-language models like CLIP [86] have 

shown particular vulnerability to adversarial 

attacks that exploit the vision-text interface. Graph 

neural networks introduce additional 

considerations due to the discrete, structured nature 

of graph data [10, 87]. Unlike pixel-level 

perturbations in images, graph attacks manipulate 

topology through edge additions or deletions, 

creating discrete optimization challenges [43, 44]. 

Defending graph-based models requires 

approaches that respect graph structure and 

preserve semantic meaning [88]. 

Despite the substantial progress documented across 

the individual research streams reviewed above, 

several critical gaps remain unaddressed. First, 

while adversarial attacks and defenses have been 

extensively studied, most existing defense 

mechanisms are designed for single data modalities 

and fail to generalize across vision, text, and graph 

domains. Second, although optimization-based 

approaches such as genetic algorithms, particle 

swarm optimization, and Bayesian optimization 

have been applied to adversarial robustness, the 

specific potential of Ant Colony Optimization 

(ACO) for optimizing defense configurations 

remains largely unexplored—despite ACO's 

proven strengths in high-dimensional 

combinatorial search spaces [89]. Third, 

reinforcement learning has shown promise for 

adaptive defense, yet existing RL-based defenses 

typically operate with static hyperparameters and 

lack a principled mechanism for global 

configuration optimization. Fourth, hybrid and 

ensemble defense strategies have demonstrated 

improved robustness over single-strategy methods, 

but they predominantly rely on hand-crafted 

combinations with fixed parameters, offering no 

capability for real-time adaptation to evolving 

attack patterns. Finally, cross-domain robustness 

remains a largely open challenge, with few 

frameworks evaluated consistently across image, 

text, and graph modalities. 

 

Taken together, these gaps highlight a clear and 

pressing research need: a defense framework that 

(i) leverages population-based optimization to 

systematically explore and identify optimal 

defense configurations, (ii) employs reinforcement 

learning to enable real-time adaptive responses to 

dynamic threats, (iii) integrates these two 

complementary paradigms into a unified 

architecture that balances global optimality with 
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local adaptability, and (iv) demonstrates consistent 

effectiveness across diverse data modalities. Our 

proposed ACO-RL framework is explicitly 

designed to address these requirements, combining 

ACO's global search capability with RL's adaptive 

decision-making to create a defense system that is 

simultaneously robust, efficient, and generalizable. 

In the following section, we present the 

architecture and methodology of this framework in 

detail. 

 

3. Method 

In this section, we present the methodology behind 

the proposed hybrid defense framework that 

integrates Ant Colony Optimization (ACO) with 

Reinforcement Learning (RL). The primary goal of 

this framework is to enhance the robustness of 

Deep Neural Networks (DNNs) against adversarial 

attacks, enabling these models to function 

effectively in safety-critical applications such as 

autonomous driving, healthcare, and finance. This 

methodology is designed to address the inherent 

vulnerabilities of DNNs by combining global 

optimization with dynamic adaptation, ensuring 

both high performance and resilience. Our 

approach consists of two main phases: offline 

optimization using ACO and real-time adaptation 

via RL. Each phase is essential for achieving an 

intelligent and adaptable defense mechanism 

capable of withstanding various adversarial 

attacks. Below, we detail the methods employed in 

both phases, including their mathematical 

formulations and the specific roles of each 

algorithm in optimizing defense performance. 
 
3.1. Graph-Based Observation and State 

Representation 

The first phase of our methodology focuses on 

optimizing the defense hyperparameters using Ant 

Colony Optimization (ACO), a nature-inspired 

algorithm based on the foraging behavior of ants. 

ACO is particularly well-suited for solving 

complex combinatorial optimization problems by 

efficiently exploring large, high-dimensional 

spaces while avoiding premature convergence on 

suboptimal solutions. This makes it an ideal 

approach for identifying optimal configurations of 

defense mechanisms in the context of adversarial 

machine learning. In the context of adversarial 

defense, ACO is used to optimize several key 

hyperparameters that determine the performance of 

the defense mechanism. These include Adversarial 

Training Batch Composition (ATBC), Input 

Transformation Sequences (ITS), and Detection 

Thresholds (DT). The ATBC refers to the mix of 

clean and adversarial examples during training. An 

optimal ATBC ensures that the model becomes 

robust to adversarial attacks while maintaining 

accuracy on clean, unperturbed data. ITS involves 

the application of preprocessing techniques, such 

as noise injection, bit-depth reduction, or spatial 

smoothing, designed to mitigate adversarial 

perturbations. These transformations modify the 

input data in ways that reduce the effectiveness of 

adversarial attacks. Detection thresholds are 

critical for adversarial detection mechanisms that 

classify inputs as adversarial or benign. Optimizing 

these thresholds ensures that the system effectively 

identifies adversarial examples with minimal false 

positives and false negatives. 

The ACO search space is formally defined as a set 

of defense configuration parameters. Each 

configuration vector   consists of the following 

parameters: 
5

[ , , , ]
ATBC S S DTJPEG R    =                          (1) 

 

where  0.1, 0.9
ATBC

   is the adversarial-to-clean 

batch ratio,  10,90
JPEG

   is the JPEG  

compression quality,  2,8
FS

   is the bit-depth for 

feature squeezing,  2, 7
SS

   is the kernel size for 

spatial smoothing, and  0.5,0.95
DT

   is the 

detection confidence threshold. Each ant constructs 

a candidate configuration 
K

  from this space, and 

its fitness is evaluated using validation robust 

accuracy: 

( ) Robust Accuracy on validation set

 configuration 

K

K

Q 



=
     (2) 

 

This formalization ensures that the ACO search is 

well-defined and reproducible. ACO operates by 

simulating a population of artificial ants that 

explore the solution space of defense 

configurations. Each ant represents a possible 

defense configuration, and the ants collaborate by 

sharing information through pheromones. The 

pheromone deposit on each path is inversely 

proportional to the quality of the solution found by 

the ant. The pheromone update rule is given by: 

( ) ( ) ( ) ( )1 1
i i i

t t t   + = − +                        (3) 

 

where ( )i
t  is the pheromone level on path i  at 

time t , and   is the evaporation rate, which 

controls how long the pheromone remains 

influential. The pheromone deposit ( )i
t  is 

related to the quality of the solution found, 

encouraging future ants to follow more successful 

paths. This process ensures that the algorithm 

gradually explores the search space and reinforces 
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paths that lead to better solutions. The probability 

of an ant selecting a given path i  is computed using 

the following equation: 

( )
( )

( )

.

.

i i

i

i i

j

t
p t

t

 

 

 

 
=


                                        (4) 

where 
i

  represents the heuristic information 

associated with path i , indicating how promising a 

given configuration is in terms of adversarial 

defense. The parameters   and   control the 

relative importance of pheromone levels and 

heuristic information in the decision-making 

process. By iteratively exploring and reinforcing 

paths that lead to better solutions, ACO identifies 

the optimal configuration of defense 

hyperparameters. This process allows the defense 

system to achieve robust performance across 

various adversarial attack types while also 

minimizing computational overhead. ACO’s 

global search capabilities ensure that the defense 

system is optimized to withstand a wide variety of 

adversarial threats. By efficiently navigating the 

complex, high-dimensional solution space of 

defense parameters, ACO contributes to the 

development of a robust defense mechanism that is 

both effective and computationally efficient. 

Through this optimization, the system can be fine-

tuned to maximize its ability to defend against 

adversarial attacks while maintaining efficiency in 

real-world applications. 

The core defense mechanism in our framework is a 

three-stage pipeline consisting of: (i) input 

transformation, where a configurable sequence of 

preprocessing operations (JPEG compression, 

feature squeezing, and spatial smoothing) is 

applied; (ii) adversarial training, where the batch 

composition is controlled by the adversarial-to-

clean ratio; and (iii) detection module, which 

rejects inputs based on a confidence threshold. The 

defense output ( )D x  for an input x  is formally 

defined as: 

( )
( )( )( )

( )( )

Reject    if Conf

    otherwise                 

d
f T x

D x
f T x


=




<
 

(5) 

 

where ( )T x  is the input transformation sequence, 

f is the base classifier, ( )0Conf  is the model's 

confidence score, and 
d

  is the detection threshold. 

These three components are jointly configured by 

ACO and dynamically adjusted by RL. It is 

important to note that evaluating every candidate 

configuration by training a full DNN from scratch 

would be computationally prohibitive. Therefore, 

during the ACO optimization phase, each 

configuration 
k

  is evaluated using a lightweight 

surrogate model—a smaller network architecture 

(e.g., a 3‑layer CNN for image tasks) trained for a 

reduced number of epochs (5 instead of 50) on a 

subset of the training data (20%). Empirical 

validation confirms that this surrogate evaluation 

produces rankings strongly correlated with the true 

robustness of the full model (Spearman's 0.9 > ), 

enabling efficient search without sacrificing 

selection accuracy. The final model is trained only 

once, using the full dataset and the selected optimal 

configuration 
*.  Additionally, to further reduce 

wall-clock time, the evaluation of different ant 

configurations is performed in parallel across 

multiple GPU workers. With P  parallel workers, 

the total evaluation time is reduced by a factor of 

approximately P , making the ACO exploration 

phase computationally manageable. 

3.2. Real-time Adaptation via Reinforcement 

Learning (RL) 

The second phase of our methodology focuses on 

real-time adaptation using Reinforcement Learning 

(RL). This phase is critical because adversarial 

attacks are constantly evolving, and a static defense 

system is not sufficient to protect models against 

new, unseen threats. RL allows our system to learn 

how to dynamically adjust its defense strategies 

based on the specific characteristics of incoming 

adversarial attacks, ensuring that the defense 

mechanism remains effective and adaptive 

throughout the deployment phase. In this phase, the 

defense system operates within a Markov Decision 

Process (MDP) framework, which is a 

mathematical model used to describe decision-

making in environments where outcomes are partly 

random and partly under the control of the agent. 

The MDP is composed of several key components: 

states, actions, and rewards. At each time step, the 

state 
t

S  represents the current situation or 

configuration of the defense system. This includes 

not only the defense settings (such as the attack 

detection thresholds or transformation techniques) 

but also the characteristics of the adversarial attack 

being encountered. For example, the state might 

include information such as whether the attack is a 

gradient-based attack like FGSM or a more 

sophisticated black-box attack, as well as the 

model's current accuracy and confidence levels. 

This state representation provides the RL agent 

with the necessary context to make decisions about 

which defense strategies to apply. The action 
t

A  at 
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any given time step is the choice made by the RL 

agent to defend against the detected adversarial 

attack. The set of possible actions includes 

applying different defense mechanisms, such as 

adversarial training, using input transformations 

(e.g., adding noise or downscaling), or engaging 

adversarial detection systems. Each action 

corresponds to a particular defense strategy that the 

agent can select based on the current state. The 

reward 
t

R  is a scalar value that indicates the 

effectiveness of the action taken by the agent. The 

reward function is designed to reflect both the 

robustness of the model against adversarial attacks 

and the preservation of clean data accuracy. In 

other words, the RL agent is rewarded for 

maintaining high accuracy on clean inputs while 

minimizing misclassifications caused by 

adversarial examples. The reward function can be 

expressed as: 

( ). 1 .
t t t

R RA CA = + −                                      (6) 
 

where 
t

RA  is the robust accuracy at time t , which 

measures the model's performance on adversarial 

examples, 
t

CA  is the clean accuracy at time t , 

which measures the model’s performance on non-

adversarial, clean data,   is a weighting factor that 

balances the importance of robust accuracy and 

clean accuracy. The goal of the RL agent is to 

maximize the cumulative reward over time, which 

means learning to select the defense strategies that 

best balance robustness against adversarial attacks 

and accuracy on clean data. This learning process 

is formalized as the objective function ( )J  , 

where   represents the defense policy the agent 

learns over time: 

( )
0

T
t

t

t

J E R
=

=                                                     (7) 

 

where   is the discount factor, a parameter that 

determines how much future rewards are valued 

relative to immediate rewards. A higher   means 

the agent cares more about long-term benefits, 

while a lower   emphasizes short-term gains. By 

learning a policy   that maximizes the expected 

cumulative reward, the RL agent adapts the defense 

strategy dynamically as it encounters new types of 

adversarial attacks. To update and improve its 

policy, the RL agent uses Q-learning, a model-free 

reinforcement learning algorithm that helps the 

agent determine the best action to take in each state 

by learning an action-value function ( ),
t t

Q s  . 

This function estimates the expected cumulative 

reward for taking action 
t

  in state 
t

s , and it is 

updated over time based on feedback from the 

environment (i.e., the effectiveness of the selected 

defense strategy). The Q-value update rule is as 

follows: 

( ) ( ) ( )( )

( )

1
, , max ,

,

t t t t t t

t t

Q s Q s R Q s

Q s

   



+
= + + 

−
(8) 

 

where   is the learning rate, which controls how 

much new information updates the existing Q-

values, ( )
1

max ,
t

Q s 
+

  is the maximum Q-value of 

the next state 
1ts +
, representing the best possible 

action that can be taken in that state. By 

continuously interacting with the environment, the 

RL agent learns to improve its defense strategy, 

dynamically adjusting its actions based on the 

characteristics of the incoming adversarial attack 

and the model’s performance. This process of 

learning through trial and error allows the system 

to become increasingly proficient at defending 

against adversarial threats over time, ensuring that 

it remains resilient even as adversarial techniques 

evolve. One of the significant challenges in 

applying RL to adversarial defense is the high-

dimensionality of the action space. Since the 

defense strategies involve selecting from a variety 

of actions (such as applying different 

transformations or activating various detection 

thresholds), the action space can grow rapidly as 

the number of possible configurations increases. 

To address this challenge, we employ policy 

gradient methods, which directly optimize the 

policy rather than learning a value function. Policy 

gradient methods are particularly well-suited for 

high-dimensional action spaces because they allow 

the agent to directly adjust the parameters of its 

policy based on the rewards it receives. By 

combining the global optimization capabilities of 

ACO with the adaptive, real-time decision-making 

power of RL, our defense framework is able to 

optimize both the static configuration of defense 

parameters and dynamically adjust the defense 

strategy as new adversarial threats emerge. This 

dual-phase optimization approach ensures that the 

defense system remains both efficient and highly 

effective, capable of countering a wide range of 

adversarial attacks in a real-world setting. In 

summary, RL plays a critical role in ensuring the 

long-term adaptability of our defense framework. 

By continuously learning from its interactions with 

adversarial attacks, the RL agent allows the system 

to adjust its defense strategies in real-time, thereby 

providing robust protection against evolving 

threats. This dynamic adaptation ensures that the 

defense mechanism remains effective even as new 

types of adversarial attacks are introduced. 
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The synergy between ACO and RL is formalized 

through a two-way information exchange 

mechanism: 

1) ACO → RL (Initialization): The optimal 

configuration 
*
θ  found by ACO is used to 

constrain the RL agent's action space. 

Specifically, the RL agent's actions are 

restricted to adjustments around 
*
θ : 

 5 *

max
R  =  −  A

∞                                   (9) 
 

where 
max

  is the maximum allowed deviation. 

This ensures RL adaptations remain within a safe 

neighborhood of the globally optimized 

configuration. 

(2) RL → ACO (Feedback): The RL agent's 

cumulative reward 
( )J 

 over a time window 

W  is periodically fed back to ACO. The 

pheromone update in Eq. (3) is extended as: 

( ) ( ) ( ) ( )fitness
1 1

RL

i i i i
t t t     + = − +  + 

 (10) 
 

Where ( ) ( )( )window baseline
max 0,

RL

i
t J J  = −  and  

  is a weighting factor. This bidirectional flow 

allows ACO to incorporate RL feedback while RL 

benefits from ACO's optimal starting point. 

 
Figure 1. Proposed Hybrid ACO-RL Framework for Enhancing Neural Network Robustness against Adversarial Attacks 

through Optimization and Real-time Adaptation. 

In Figure 1, the Proposed Hybrid ACO-RL 

Framework for Enhancing Neural Network 

Robustness against Adversarial Attacks is 

visualized. It highlights a two-phase defense 

system: Phase 1 focuses on Ant Colony 

Optimization (ACO) for offline optimization, 

where key defense hyperparameters are fine-tuned. 

Phase 2 showcases Reinforcement Learning (RL), 

where the RL agent continuously adapts the 

defense strategies in real-time, ensuring the system 

remains robust against adversarial threats. The 

image effectively captures the integration of ACO 

and RL to create a powerful, adaptive defense 

mechanism for neural networks. In Algorithm 1, 

the ACO-RL Hybrid Defense Framework 

combines Ant Colony Optimization (ACO) to 

optimize defense settings and Reinforcement 

Learning (RL) for real-time adjustments. ACO 

tunes key parameters like adversarial training and 

input transformations, while RL adapts defense 

strategies on the fly based on the type of attack. The 

RL agent learns from experience, continuously 

improving the system's ability to defend against 

new adversarial threats. This combination ensures 

the system is both well-prepared with optimal 

settings and adaptable to evolving attacks. 

4. Experiments and Results 

To evaluate the performance of our proposed 

hybrid Ant Colony Optimization and 

Reinforcement Learning (ACO-RL) defense 

framework, we conducted a series of 

comprehensive experiments across multiple 

domains: image, text, and graph data. The primary 

goal was to assess the generalizability of the 

defense framework against a wide range of 

adversarial attacks and to measure the robustness 

of models trained using the ACO-RL approach.

 



A Hybrid Ant Colony Optimization and Reinforcement Learning Framework for Enhancing Neural Network Robustness against 

Adversarial Attacks 

475 

 

Algorithm 1. ACO-RL Hybrid Defense Framework. 

1: Input: Training dataset 
train

D , adversarial attack types  
1 2
, ...,

n
A A A , initial hyperparameters 

0
 , maximum 

iterations 
max

T , pheromone evaporation rate  , RL exploration rate  ,  feedback window W , RL feedback weight 

, maximum deviation 
max

 . 

2: Initialize: Set ACO pheromone levels ( )0
i
 , heuristic values

i
 , ants’ population N , and parameters  ,

aco
  . 

Initialize RL agent with policy  , Q-values ( ),
t t

Q s  , learning rate 
rl

 , discount factor γ , and exploration rate 𝜖. 

3: Phase 1 - ACO Optimization:  

4:        For each iteration 1t =  to 
max

T : 

5:         For each ant k :  

6:              Construct defense configuration k


 from search space   (see Section 3.1) 

7:              Evaluate performance 
( )

k
Q 

 using validation robust accuracy 

8:              Deposit pheromone k


 based on solution quality 

9:              Update pheromone levels using Eq. (10): 
( ) ( ) ( ) ( )fitness

1 1
RL

i i i i
t t t     + = − +  + 

 

10:       Select optimal configuration: ( )*

argmax Q


 =   

11: Phase 2 - RL Adaptation with ACO Constraints:  

12:       Constrain RL action space: 
 5 *

max
R  =  −  A

∞  

13:       For each incoming attack batch: 

14:          Observe current state 
t

s  (e.g., attack type, model accuracy, confidence pattern) 

15:          RL agent selects action
t

  using epsilon-greedy policy: 

                   ( )argmax ,
t t

Q s


 = with probability 1 − , else random A    

16:          Apply defense ( )D x   with configuration 
*

t
 +   

17:          Compute reward 
t

R  using Eq. (6): ( ). 1 .
t ti

R RA CA = + −   

18:          Update Q-values using Eq. (8): ( ) ( ) ( )( ) ( )
1

, , max , ,
t t t t t t t t

Q s Q s R Q s Q s    
+

= + +  −   

19:          Every 𝑊 batches, compute cumulative reward ( )
window

0

W

t

t

t

J R
=

= γ   

20:          Feed back to ACO: ( ) ( )( )
window baseline

max 0,
RL

i
t J J  = −   

21:          End for 

22: Repeat Steps 3-21 until convergence or end of training 

23: End 

 

We compared the ACO-RL framework with 

several state-of-the-art adversarial defense 

methods across various datasets and adversarial 

settings. The experiments were conducted under 

consistent conditions to ensure fair comparison. 

The results demonstrate that our ACO-RL 

framework consistently outperforms baseline 

defense strategies in terms of both robust accuracy 

and clean accuracy, without significant trade-offs. 

Additionally, the framework was shown to be 

computationally efficient, achieving strong 

adversarial defense while maintaining reasonable 

training and testing times. The evaluation included 

both white-box and black-box testing, as well as 

testing under multiple adversarial attack methods, 

including gradient-based attacks, transfer-based 

attacks, and modality-specific attacks. Our 

framework showed notable improvements in 

defending against adversarial attacks across 

various datasets, including MNIST, CIFAR-10, 

IMDB, AG News, Cora, and Reddit-Binary. 

 

4.1. Implementation Details 

The experiments were conducted on a computing 

system with the following specifications: Intel 

Core i7-10700K processor (8 cores, 3.8 GHz), 

NVIDIA GeForce RTX 3060 GPU with 12 GB of 

VRAM, 32 GB DDR4 RAM, 512 GB SSD for fast 

data access, and Windows 11 Pro as the operating 

system. This configuration offered a balanced 

setup, providing sufficient computational power 

for model training and evaluation while 

maintaining efficiency during adversarial testing. 

The system utilized Python 3.8, and key libraries 
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such as TensorFlow 2.5.0 and PyTorch 1.9.0 were 

used for model implementation and evaluation. 

Scikit-learn 0.24.2 and NumPy 1.19.5 were 

employed for evaluating various metrics, while the 

SSD ensured quick data access, significantly 

reducing data loading times and allowing for 

smooth execution of the experiments. This setup 

enabled real-time training, testing, and evaluation 

of models across image, text, and graph domains. 

The software environment also included various 

dependencies to facilitate model training, including 

Keras 2.4.3, Matplotlib 3.3.4 for visualizations, 

and Pandas 1.2.4 for data manipulation and 

analysis. The models were trained on a 

combination of clean and adversarial data, with 

adversarial examples generated on-the-fly using 

the Fast Gradient Sign Method (FGSM). The 

training configuration included a batch size of 64, 

a learning rate of 0.001, and the Adam optimizer 

for efficient convergence. Epochs were set to 50 for 

image datasets and 30 for text and graph datasets. 

The adversarial attacks were configured with the 

following parameters. For FGSM, the perturbation 

budget was set to 0.3 =  for MNIST and 

8 / 255 =  for CIFAR-10, following standard 

practices in the literature. For PGD-40, we used 40 

iterations with a step size of 0.01 = , a 

perturbation budget of 0.3 =  for MNIST and 

8 / 255 =  for CIFAR-10, and a random start. For 

C&W, we used the 
2

 formulation with 

confidence 0k = , learning rate 0.01lr = , and 

1,000 iterations. For text attacks, TextFooler was 

configured with a maximum of 50 queries and a 

semantic similarity threshold of 0.9. For graph 

attacks, Metattack was applied with a perturbation 

rate of 20% and 100 meta-learning epochs. All 

attack parameters were kept consistent across all 

evaluated defense methods to ensure fair 

comparison. 

 

4.2. Baseline Models  
To evaluate the effectiveness of the proposed 

ACO‑RL defense framework, we compare its 

performance with several widely used baseline 

methods in adversarial robustness research. These 

baselines represent different categories of defense 

strategies, including standard model training, 

robust adversarial training, and input-level 

defenses. Using these baselines allows us to 

provide a comprehensive evaluation of the 

proposed approach across different defense 

paradigms. 

• Adversarial Training (AT). Adversarial training 

is one of the most widely adopted defense 

strategies against adversarial attacks. In this 

approach, adversarial examples generated during 

training (e.g., using FGSM or PGD) are 

incorporated into the training dataset. By exposing 

the model to adversarial perturbations, the model 

learns to improve its robustness. However, 

adversarial training often introduces increased 

computational cost and may reduce clean accuracy. 

• TRADES. TRadeoff-inspired Adversarial 

DEfense via Surrogate-loss is a state-of-the-art 

adversarial defense method that explicitly balances 

the trade-off between clean accuracy and 

adversarial robustness. Instead of directly 

minimizing adversarial loss, TRADES introduces 

a regularization term based on the Kullback–

Leibler divergence between predictions on clean 

and adversarial samples. This method has been 

widely adopted as a strong baseline in adversarial 

robustness studies. 

• Input Transformation (IT). Input transformation 

methods aim to mitigate adversarial perturbations 

by preprocessing the input data before feeding it 

into the classifier. Typical transformations include 

JPEG compression, feature squeezing, bit-depth 

reduction, and spatial smoothing. Although these 

techniques can reduce the impact of certain attacks, 

they are often vulnerable to adaptive adversaries 

specifically designed to bypass such 

transformations. 

Table 1. Overview of Dataset Statistics. 

 

 

 

 

 

 

These baseline models provide a comprehensive 

benchmark for evaluating the proposed ACO‑RL 

framework. By comparing our method with both 

training-based and preprocessing-based defenses, 

we aim to demonstrate the effectiveness and 

generalizability of the proposed hybrid defense 

strategy. 

Dataset Core Task #Samples #Features/Type #Classes 

MNIST Image Classification 70,000 784 (28×28 Grayscale) 10 

CIFAR-10 Image Classification 60,000 3,072 (32×32×3 RGB) 10 
IMDB Sentiment Analysis 50,000 10,000 (BoW) 2 

AG News Text Classification 127,600 50,000 (Vocab) 4 

Cora Graph Classification 2,708 1,433 (Node Features) 7 
Reddit-Binary Graph Classification 2,000 Graph Structure 2 
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4.3. Comprehensive Results and Analysis of the 

Datasets 

Tables 2–5 present the comparative performance of 

the proposed ACO‑RL defense framework against 

several widely used baseline methods, including 

Standard Training, Adversarial Training, 

TRADES, and Input Transformation, across 

image, text, and graph domains. The reported 

values represent the mean and standard deviation 

over five independent runs. Table 2 summarizes 

the results on image datasets (MNIST and 

CIFAR‑10) under clean conditions and three 

common adversarial attacks: FGSM, PGD‑40, and 

C&W. As expected, Standard Training achieves 

the highest clean accuracy but suffers a substantial 

degradation in adversarial settings, particularly 

under the stronger PGD and C&W attacks. 

Adversarial Training and TRADES significantly 

improve robustness by incorporating adversarial 

samples during training, although this 

improvement is typically accompanied by a slight 

reduction in clean accuracy. Input Transformation 

offers moderate robustness but remains less 

effective against iterative attacks. In contrast, the 

proposed ACO‑RL framework consistently 

achieves the best balance between clean accuracy 

and adversarial robustness, outperforming all 

baselines on both datasets. The improvement is 

especially evident under PGD‑40 and C&W 

attacks, indicating that the proposed adaptive 

optimization strategy can effectively enhance 

model resilience against strong gradient‑based 

attacks. 

Table 2. Performance on Image Datasets (MNIST and CIFAR‑10). 

 

 

 

 

 

 

 

Table 3 provides a more detailed comparison of 

robust accuracy across different attack types.  

The results reveal clear performance gaps between 

traditional defenses and the proposed method.  

Table 3. Performance on Text Datasets (IMDB and AG News). 

 

 

 

 

 

While TRADES and Adversarial Training improve 

robustness compared with Standard Training, their 

effectiveness still decreases under stronger attacks. 

The ACO‑RL method maintains the highest robust 

accuracy across all attack types, demonstrating its 

capability to adaptively optimize the defense 

strategy. This consistent performance across 

FGSM, PGD‑40, and C&W suggests that the 

integration of ant colony optimization with 

reinforcement learning enables the model to 

explore more effective defensive policies against 

diverse adversarial perturbations. Table 4 reports 

the results on text classification datasets (IMDB 

and AG News). Similar trends are observed in the 

textual domain. Standard Training exhibits 

reasonable clean accuracy but experiences 

noticeable degradation under adversarial text 

attacks. Adversarial Training and TRADES 

improve robustness by exposing the model to 

adversarial examples during training. However, the 

Method Dataset 
Clean Accuracy 

(%) 

FGSM Robust 

(%) 

PGD Robust 

(%) 

C&W Robust 

(%) 

Standard Training  

MNIST 

99.20 ± 0.05 64.10 ± 0.82 21.80 ± 0.66 27.40 ± 0.61 

Adversarial Training [5, 43] 98.10 ± 0.08 94.80 ± 0.41 89.10 ± 0.52 86.30 ± 0.48 

TRADES [20] 98.40 ± 0.07 96.20 ± 0.37 91.40 ± 0.45 89.70 ± 0.44 

Input Transformation [80] 97.90 ± 0.10 85.30 ± 0.63 72.40 ± 0.71 75.20 ± 0.69 

ACO‑RL (Proposed) 99.05 ± 0.04 97.50 ± 0.28 94.10 ± 0.34 92.60 ± 0.31 

Standard Training 

CIFAR‑10 

94.60 ± 0.12 32.40 ± 0.71 12.80 ± 0.59 14.70 ± 0.57 

Adversarial Training 86.90 ± 0.18 59.20 ± 0.66 47.30 ± 0.60 44.10 ± 0.55 

TRADES 88.10 ± 0.15 64.50 ± 0.61 52.70 ± 0.57 49.80 ± 0.52 

Input Transformation 87.40 ± 0.17 54.60 ± 0.69 39.20 ± 0.63 41.10 ± 0.60 

ACO‑RL (Proposed) 90.10 ± 0.14 72.80 ± 0.52 58.90 ± 0.49 55.60 ± 0.47 

Method Dataset 
Clean Accuracy 

(%) 

Robust Accuracy 

(%) 
F1‑Score (%) 

Standard Training 

IMDB 

91.40 ± 0.29 63.80 ± 0.65 90.50 ± 0.26 

Adversarial Training 90.20 ± 0.31 74.30 ± 0.57 89.80 ± 0.29 

TRADES 90.80 ± 0.28 76.10 ± 0.55 90.20 ± 0.27 

Input Transformation 89.60 ± 0.33 68.20 ± 0.61 89.10 ± 0.30 

ACO‑RL (Proposed) 92.10 ± 0.24 83.20 ± 0.49 91.70 ± 0.22 

Standard Training 

AG News 

92.70 ± 0.26 66.50 ± 0.63 92.00 ± 0.24 

Adversarial Training 91.80 ± 0.28 76.40 ± 0.58 91.10 ± 0.26 

TRADES 92.10 ± 0.25 78.20 ± 0.55 91.60 ± 0.24 

Input Transformation 90.70 ± 0.31 70.10 ± 0.59 90.90 ± 0.27 

ACO‑RL (Proposed) 93.60 ± 0.22 85.10 ± 0.47 92.80 ± 0.21 
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proposed ACO‑RL framework achieves the highest 

robust accuracy and F1‑score on both datasets, 

indicating that the adaptive search mechanism can 

effectively identify robust decision boundaries 

even in discrete input spaces such as text. Table 5 

presents the performance on graph datasets (Cora 

and Reddit‑Binary) under structural adversarial 

perturbations. Graph neural networks are 

particularly vulnerable to topology manipulation 

attacks such as Nettack and Metattack, which 

explains the large drop in robustness for Standard 

Training. 

Table 4. Performance on Graph Datasets (Cora and Reddit‑Binary). 

 

 

 

 

 

Table 5. Robust Accuracy Under Different Attack Types (Image). 

 

 

 

Although Adversarial Training and TRADES 

improve resistance to these attacks, their 

performance remains limited when the graph 

structure is significantly perturbed. The ACO‑RL 

approach again achieves the best overall 

performance, improving both robust accuracy and 

F1‑score while maintaining competitive clean 

accuracy. These results suggest that the proposed 

framework generalizes effectively across different 

data modalities, including images, text, and 

graph‑structured data. Overall, the experimental 

results demonstrate that ACO‑RL consistently 

outperforms existing baseline defenses across 

multiple datasets, attack types, and data modalities, 

highlighting its potential as a generalized and 

adaptive adversarial defense strategy. 

To evaluate the effectiveness of our framework 

against modality-specific attacks, we conducted 

additional experiments using TextFooler for text 

classification (IMDB) and Metattack for graph 

classification (Cora). Table 6 reports the robust 

accuracy of all defense methods under these 

attacks. 

4.4. Ablation Study 

To evaluate the contribution of each component in 

the proposed ACO‑RL framework, we conduct a 

series of ablation experiments across representative 

datasets from the image, text, and graph domains. 

Table 7 summarizes the results of these ablation 

studies. The goal of this analysis is to investigate 

the individual effects of Ant Colony Optimization 

(ACO) and Reinforcement Learning (RL), as well 

as the benefit of combining both components into 

a unified framework. Lines 1–3 present the 

ablation results on the optimization strategies used 

for adversarial defense. Line 1 corresponds to the 

baseline adversarial defense without adaptive 

optimization. In this setting, the model relies solely 

on standard adversarial training and achieves the 

lowest robust performance. Line 2 introduces 

Reinforcement Learning (RL) to adaptively select 

defense strategies during training. The results show 

that RL improves both clean and robust accuracy 

compared with the baseline, indicating that 

learning-based policy optimization helps the model 

adapt to different adversarial patterns. Line 3 

replaces RL with Ant Colony Optimization (ACO), 

which searches for optimal defense configurations 

using pheromone-guided exploration. This strategy 

further improves robustness, demonstrating that 

population-based optimization can effectively 

explore the defense space. Line 4 shows the results 

of combining both components in the proposed 

ACO‑RL framework. By integrating the global 

search capability of ACO with the adaptive policy 

learning of RL, the framework achieves the best 

overall performance across all datasets. The hybrid 

strategy enables the model to efficiently explore 

the defense space while continuously refining its 

Method Dataset 
Clean Accuracy 

(%) 

Robust Accuracy 

(%) 

F1‑Score 

(%) 

Standard Training 

Cora 

83.40 ± 0.38 47.20 ± 0.62 82.60 ± 0.33 

Adversarial Training 84.90 ± 0.35 61.30 ± 0.58 84.20 ± 0.31 

TRADES 85.20 ± 0.33 63.70 ± 0.55 84.70 ± 0.29 

Input Transformation 83.80 ± 0.37 55.60 ± 0.60 83.40 ± 0.32 

ACO‑RL (Proposed) 87.60 ± 0.30 72.40 ± 0.49 87.00 ± 0.26 

Standard Training 

Reddit‑Binary 

89.10 ± 0.33 44.70 ± 0.66 88.30 ± 0.30 

Adversarial Training 90.40 ± 0.30 60.80 ± 0.61 89.80 ± 0.28 

TRADES 90.90 ± 0.29 63.20 ± 0.58 90.10 ± 0.27 

Input Transformation 89.70 ± 0.32 56.40 ± 0.63 88.90 ± 0.29 

ACO‑RL (Proposed) 92.50 ± 0.25 72.60 ± 0.52 91.70 ± 0.23 

Method 
Clean Accuracy 

(%) 

FGSM Robust 

(%) 

PGD Robust 

(%) 

C&W Robust 

(%) 

Standard Training 64.10 ± 0.82 21.80 ± 0.66 27.40 ± 0.61 32.40 ± 0.71 

Adversarial Training 94.80 ± 0.41 89.10 ± 0.52 86.30 ± 0.48 59.20 ± 0.66 

TRADES 96.20 ± 0.37 91.40 ± 0.45 89.70 ± 0.44 64.50 ± 0.61 
Input Transformation 85.30 ± 0.63 72.40 ± 0.71 75.20 ± 0.69 54.60 ± 0.69 

ACO‑RL (Proposed) 97.50 ± 0.28 94.10 ± 0.34 92.60 ± 0.31 72.80 ± 0.52 
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policy based on feedback from adversarial attacks. 

Overall, the results demonstrate that each 

component contributes to improving adversarial 

robustness, while their integration produces the 

most significant gains. This confirms that the 

ACO‑RL framework effectively leverages both 

exploration and adaptive learning to strengthen 

model robustness against adversarial attacks. 

Table 6. Performance under Modality-Specific Attacks (TextFooler and Metattack). 

 

 

 

 

 

Table 7. Ablation Study of the Proposed ACO‑RL Framework. 

 

 

 

4.5. Visualization 

To further analyze how different defense strategies 

influence representation learning, we visualize the 

latent feature space of the models using Uniform 

Manifold Approximation and Projection (UMAP). 

In this experiment, the high-dimensional features 

extracted from the penultimate layer of each model 

are projected into a two-dimensional space. Each 

point represents a review sample from the IMDB 

dataset, while colors indicate the corresponding 

sentiment class. As shown in Figure 2, the 

proposed ACO-RL method produces clearly 

separated and compact clusters for the positive and 

negative sentiment classes. The clusters exhibit 

low intra-class variance and a clear margin 

between classes, indicating that the learned 

representations are highly discriminative and 

stable. In contrast, Standard Training shows a more 

scattered distribution where samples from different 

classes partially overlap, suggesting weaker 

representation structure and reduced robustness. 

Adversarial Training improves the organization of 

the feature space to some extent; however, the 

clusters remain relatively dispersed and several 

samples appear near the class boundaries. A similar 

trend can be observed for TRADES, which 

provides a certain level of regularization but still 

results in mixed feature regions and less compact 

clusters. The Input Transformation method shows 

slightly improved grouping of samples compared 

with standard training, yet noticeable overlap 

between classes remains. Overall, the visualization 

indicates that the ACO-RL framework learns a 

more structured and separable representation 

space, which contributes to improved robustness 

and more reliable sentiment classification. These 

observations are consistent with the quantitative 

performance results presented in the experimental 

evaluation. 

As shown in Table 6, the proposed ACO-RL 

framework consistently achieves the highest robust 

accuracy against both modality-specific attacks. 

Against TextFooler on IMDB, ACO-RL 

outperforms TRADES by 7.2% (78.5% vs. 71.3%), 

demonstrating its effectiveness in defending 

against semantic text manipulations that preserve 

grammatical correctness while fooling NLP 

models. Similarly, against Metattack on Cora, 

ACO-RL achieves 64.3% robust accuracy, 

surpassing TRADES by 9.2% (64.3% vs. 55.1%). 

These results indicate that the hybrid ACO-RL 

defense strategy generalizes effectively beyond 

gradient-based attacks and provides strong 

protection against attacks specifically designed for 

non-image domains. The improvements are 

particularly noteworthy given that Metattack 

exploits the discrete and structured nature of graph 

data, which poses unique challenges compared to 

continuous perturbations in images or text. 
 

Dataset Attack Method Robust Accuracy (%) 

IMDB TextFooler 

Standard Training 52.40 ± 0.68 

Adversarial Training 68.10 ± 0.55 

TRADES 71.30 ± 0.52 

Input Transformation 61.20 ± 0.60 

ACO-RL (Proposed) 78.50 ± 0.45 

Cora Metattack 

Standard Training 38.60 ± 0.72 

Adversarial Training 52.40 ± 0.61 

TRADES 55.10 ± 0.58 

Input Transformation 46.80 ± 0.63 

ACO-RL (Proposed) 64.30 ± 0.50 

# ACO RL 
Image Robust Acc. 

(%) 

Text Robust Acc. 

(%) 

Graph Robust Acc. 

(%) 

1 – – 52.40 ± 0.58 68.10 ± 0.61 56.30 ± 0.63 

2 – ✓ 56.80 ± 0.52 74.20 ± 0.57 61.40 ± 0.59 

3 ✓ – 58.30 ± 0.49 76.50 ± 0.55 63.10 ± 0.56 

4 ✓ ✓ 63.70 ± 0.45 83.20 ± 0.49 72.40 ± 0.48 
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Figure 2. UMAP visualization results on the IMDB dataset. 

4.6. Statistical significance test 

To further verify that the proposed ACO-RL 

framework consistently outperforms the baseline 

methods, we conduct a statistical significance 

analysis. We compare the performance of ACO-RL 

with that of the strongest baseline, TRADES, 

across five independent experimental runs with 

different random seeds. For each dataset, we 

collect the performance metrics (Accuracy and 

Robust Accuracy) and apply the Wilcoxon signed-

rank test, a non-parametric statistical test that does 

not assume normality of the data distribution. This 

test is more appropriate for small sample sizes (

5n = ) compared to the paired t-test, as it makes no 

assumptions about the underlying distribution. The 

Wilcoxon signed-rank test examines whether the 

observed improvements of ACO-RL over 

TRADES are statistically significant. Additionally, 

we report the effect size using Cohen's d  to assess 

the practical significance of the improvements. 

Cohen's d  quantifies the standardized difference 

between the two groups, with values of 0.2, 0.5, 

and 0.8 generally interpreted as small, medium, 

and large effects, respectively. The resulting p-

values and effect sizes are reported in Table 8. As 

shown, all p-values are below the commonly 

accepted significance threshold of 0.05, indicating 

that the improvements achieved by ACO-RL over 

TRADES are statistically significant. Furthermore, 

the Cohen's d values consistently exceed 0.8 across 

all datasets and metrics, indicating large effect 

sizes and confirming that the improvements are not 

only statistically significant but also practically 

meaningful. These findings provide strong 

evidence that the integration of Ant Colony 

Optimization and Reinforcement Learning enables 

ACO-RL to learn more robust and stable 

representations compared with existing adversarial 

defense strategies. 

  
Table 8. Statistical significance test results (p-values and effect sizes) between ACO-RL and TRADES. 

 

 

 

 

 
        

  

 Dataset p-value (Wilcoxon) Effect Size (Cohen's d) Interpretation 

Accuracy 

CIFAR-10 0.0124 1.24 Large 

IMDB 0.0187 1.08 Large 

Cora 0.0213 0.96 Large 

Robust Acc. 

CIFAR-10 0.0068 1.58 Large 

IMDB 0.0095 1.41 Large 

Cora 0.0116 1.23 Large 
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4.7. Efficiency Analysis 

To provide a transparent and fair evaluation of 

computational efficiency, we distinguish between 

two types of costs: (i) offline ACO exploration 

cost, which is incurred once per dataset to identify 

the optimal defense configuration 
*

 , and (ii) final 

training and inference cost, which corresponds to 

training the full model with the selected 

configuration and evaluating it on test data. Table 

9 reports the training time per epoch and inference 

time for the final model, comparing ACO-RL with 

the strongest baseline (TRADES). As shown, the 

final model training time of ACO-RL remains 

close to that of TRADES, and inference time is 

comparable or slightly improved, demonstrating 

that our framework does not introduce additional 

runtime overhead during deployment. The total 

ACO exploration time, including all surrogate 

evaluations with parallelization, is reported 

separately in Table 9. Although offline exploration 

requires additional computation, this cost is one-

time and amortized over the model's deployment 

lifetime, making the framework practical for real-

world applications where robustness is critical. In 

addition to computation time, we further evaluate 

the memory efficiency of the proposed framework. 

Table 10 reports the peak GPU memory usage of 

ACO-RL and the strongest baseline (TRADES) 

during training on the three benchmark datasets. As 

shown in Table 10, ACO-RL maintains 

competitive memory consumption across all 

datasets. Despite incorporating both Ant Colony 

Optimization and Reinforcement Learning 

mechanisms, the proposed framework does not 

introduce excessive memory overhead. The peak 

memory usage remains close to that of TRADES, 

demonstrating that the integration of the two 

optimization strategies is computationally 

manageable. Moreover, in some cases, ACO-RL 

even shows slightly lower memory usage due to the 

adaptive search strategy that focuses on more 

informative perturbation patterns rather than 

exploring the entire perturbation space. This 

property helps reduce redundant computations and 

contributes to more efficient memory utilization. 

Overall, these results indicate that ACO-RL 

achieves improved adversarial robustness while 

maintaining reasonable memory requirements, 

making the method suitable for deployment in 

practical machine learning systems where 

computational resources are limited. 

Table 9. Computational cost comparison (millisecond). 

 
 

 

 

 

 

 

 

Table 10. Peak memory usage (MB). 

 

 

 

4.8. Training Details of ACO and RL 

To ensure reproducibility, we provide detailed 

training specifications for both the ACO 

optimization phase and the RL adaptation phase. 

ACO Parameters. The ACO algorithm was 

configured with the following parameters: ant 

population 20N = , maximum iterations 

max
30T =

, pheromone evaporation rate 0.1 = , 

pheromone weight 0.1 = , and heuristic weight 
2.0 = . The pheromone initialization was set to 

( ) 0.50
i

 =
 for all paths. The fitness function 

( )
k

Q 
 was evaluated using robust accuracy on a 

validation set, as defined in Section 3.1. The 

ACO search space parameters and their ranges 

are summarized in Table 2 (Section 3.1). Each 

configuration evaluation during ACO used a 

surrogate model with 5 training epochs on 20% 

of the training data, and evaluations were 

performed in parallel across 4 GPUs. 

RL Parameters. The RL agent was trained 

using the Q-learning algorithm with the 

following hyperparameters: learning rate 

0.001rl =
, discount factor 

0.95=γ
, 

 

Training time per epoch  Inference time 

ACO‑RL         

(Exploration) 

ACO‑RL              

( Final Training) 

TRADES  ACO‑RL TRADES 

CIFAR‑10 18.240 241.36 255.72  112.48 168.91 

IMDB             9.850 158.27 279.63  46.12 214.55 

Cora 7.720 72.84 139.41  29.77 133.26 

 ACO‑RL TRADES 

CIFAR‑10 3128           3294 

IMDB             2147           2385 

Cora 1086           1249 
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exploration rate 0.1 =  (decayed linearly to 

0.01 over training), and feedback window size 

100W =  batches. The state space consisted of: 

(i) current robust accuracy, (ii) estimated attack 

type (FGSM, PGD, or C&W), and (iii) model 

confidence variance. The action space was 

defined as adjustments to the five defense 

parameters, constrained by max
0.1 =

. The 

reward function used 0.7 =  to balance robust 

and clean accuracy (Eq. 6). The cumulative 

reward 
( )window

J 
 was computed every 100W =  

batches and fed back to ACO with weighting 

factor 
2.0 =

, as formalized in Section 3.2. 

5. Conclusion 

In this work, we address a critical challenge in 

adversarial machine learning: how to design a 

defense mechanism that can effectively enhance 

model robustness against adversarial attacks while 

maintaining strong performance on clean data. To 

tackle this issue, we propose a novel hybrid defense 

framework called ACO‑RL, which integrates Ant 

Colony Optimization (ACO) and Reinforcement 

Learning (RL) to guide the search for effective 

adversarial perturbation patterns during training. 

The proposed framework leverages the global 

exploration capability of ACO to identify 

promising perturbation directions, while RL 

dynamically learns optimal defense strategies 

through interaction with the learning environment. 

By combining these two complementary 

optimization mechanisms, ACO‑RL enables the 

model to adaptively discover more challenging 

adversarial scenarios and improve its robustness 

during training. As a result, the model can better 

generalize under adversarial conditions while 

preserving high classification accuracy on clean 

samples. Extensive experiments on multiple 

benchmark datasets, including image, text, and 

graph domains, demonstrate the effectiveness of 

the proposed method. The results show that 

ACO‑RL consistently outperforms strong 

baselines such as Standard Training, Adversarial 

Training, and TRADES in terms of both standard 

accuracy and adversarial robustness. Furthermore, 

additional analyses, including ablation studies, 

visualization of learned representations, statistical 

significance tests, and efficiency comparisons, 

further confirm the advantages of the proposed 

framework. Although ACO‑RL achieves superior 

robustness performance, there are still 

opportunities for further improvement. In 

particular, the current framework relies on 

predefined attack settings during training. In future 

work, we plan to explore adaptive attack 

generation strategies and more scalable 

optimization mechanisms to further enhance the 

robustness and efficiency of the framework. 

Additionally, extending the proposed approach to 

larger-scale datasets and more complex model 

architectures will be an important direction for 

improving its applicability in real‑world machine 

learning systems. 
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در    یعصب   ی هاشبکه   ر ی پذ م ی و تعم  ی قی دفاع تطب   یبرا   یت ی تقو   یر ی ادگ یمورچگان و    ی سازنه ی به   یب یچارچوب ترک   

 ی برابر حملات تخاصم
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 چکیده: 

  ، یریپذ بیآس  نیهستند. ا  ریپذ بیشدت در برابر حملات دشمنانه آسگوناگون، به  یهادر حوزه  ریچشمگ  یهاتیبا وجود موفق  قیعم  یعصب  یهاشبکه

  یهاکرده است. روش  جادیا   یمال   یهاستمیو س  یپزشک  صیخودران، تشخ  ی مانند خودروها  ی اتیح  ی هادر حوزه  ها ستمیس  ن ی کاربرد ا  ی برا  ی اساس  ی چالش

و روش  یدفاع آموزش دشمنانه  از جمله  ا   یمبتن  صیتشخ  یهاموجود،  اغلب در  قواعد،  ب   جادیبر  با    یمحاسبات  نهیو هز   ی استحکام، سازگار  ن یتعادل 

  ی ریادگیمورچگان را با    یسازنهیبه  تمیکه الگور  شودیم  یمعرف  یدی جد  یقیو تطب  یبیترک  یپژوهش، چارچوب دفاع  ن یمواجه هستند. در ا   تی محدود

به  نی . در اکندیم  قیتلف  یتیتقو کاوش    نهیبه  یسراسر  یهایکربند یپ  افتن ی   ی را برا  یدفاع  ی ابرپارامترها  یابعاد بالا  ی مورچگان فضا  ی سازنهی روش، 

  ی بر رو  یشنهادیپ  وب. چارچسازدیفراهم م  یرا در زمان واقع  یدفاع  یو آگاه از بافت راهبردها   ای پو  قیامکان تطب  یتیتقو  یریادگی که    یدر حال  کند،یم

  وسته یطور پبه  یشنهادیپ  یبیکه روش ترک  دهدینشان م  یتجرب   جی شده است. نتا  یاب ی متن و گراف ارز  ،یینایب   یهااز حوزه  اریشش مجموعه داده مع

چارچوب    ژه،یو. بهدهدیم  ائهار  یموجود عملکرد بهتر  شرفتهیپ  یهاو از روش  بخشدیاز حملات دشمنانه بهبود م  یاگسترده  فیاستحکام را در برابر ط

 . دهدیمختلف داده نشان م  یها در حوزه  یریچشمگ  ی ریپذمیتعم  ت یو قابل  کند یپاک و استحکام برقرار م  یهادقت بر داده  ن یب   ی تعادل مطلوب   یشنهادیپ

 . یاحوزهانیم یریادگی  ،یدفاع چندوجه ،یتیتقو یریادگی مورچگان،  یسازنهیبه ،یبیترک یاستحکام دشمنانه، هوش محاسبات : کلمات کلیدی 
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