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Today, the amount of data with graph structure has increased
dramatically. Detecting structural anomalies in the graph, such as
nodes and edges whose behavior deviates from the expected behavior
of the network, is important in real-world applications. Thus, in our
research work, we extract the structural characteristics of the dynamic
graph by using graph convolutional neural networks, then by using
temporal neural network Like GRU, we extract the short-term
temporal characteristics of the dynamic graph and by using the
attention mechanism integrated with GRU, long-term temporal
dependencies are considered. Finally, by using the neural network
classifier, the abnormal edge is detected in each timestamp.
Conducted experiments on the two datasets, UC Irvine messages and
Digg with three baselines, including Goutlier, Netwalk and
CMSketch illustrate our model outperform existing methods in a
dynamic graph by 10 and 15% on average on the UCI and Digg
datasets respectively. We also measured the model with AUC and

confusion matrix for 1, 5, and 10 percent anomaly injection.

1. Introduction

In many areas, data are intrinsically interdependent
and affect each other, such as people in social
networks, the communication of computers in
computer networks, or the communication of
protein graphs in cells. Graph-based anomaly
detection is done at four different levels: node
level, edge level, subgraph level, and the whole
graph level. One of the most challenging
applications is anomaly detection, especially in
heterogeneous graphs [1]. The concept of anomaly
indicates rare observations that significantly
deviate from other observations [1]. Graph neural
networks achieved remarkable progress in various
computing fields in recent years. The purpose of
these networks is to use and generalize deep
learning models on graph data.

Dynamic graph is defined in two ways: firstly,
there is structural dynamics, that is, the structure of
the graph, including the number of nodes and
edges, changes, and secondly, the dynamic of
features, in the sense that the values of network

features, such as the features of nodes and edges,
change over time. The terms like time-evolving
graph, time-varying graph, temporal graph, graph
stream, and dynamic graph are equivalent and used
interchangeably. The main research on dynamic
graphs is anomaly detection [2].

Research on anomaly detection in dynamic graphs
using deep learning has started since 2018 [2]. For
detecting anomalous data in the dynamic graphs,
we face four major challenges: First, many
anomaly detection models in dynamic graphs do
not consider the features vector of nodes [3].
Second, many existing methods do not consider
spatial dependencies and short- and long-term
temporal dependencies simultaneously in dynamic
graphs [3]. Third, Anomaly detection in dynamic
graphs has a high time complexity, and fourth,
there are a very few anomalous data samples in the
dataset, so we are facing the problem of unbalanced
data [4].
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Our proposed model is supposed to solve these four
challenges. The model includes four main parts.
First, dividing the graph data set into timestamps,
performing negative sampling in the training
model, sampling the edges subgraph in a window,
and determining the features vector for the nodes.
Second, embedding vectors for all nodes of the
dynamic graph at any timestamps while
considering local and global structural features.
Third, the time dependencies of the dynamic graph
are considered by temporal models along with the
attention mechanism. Fourth, with the multilayer
neural network, the abnormality score of edges
within the timestamp is calculated by the scoring
function.

The rest of the paper is organized as follows: in
Section 2 related works on detecting edge
anomalies in dynamic graphs are reviewed. We
introduce in Section 3 our proposed anomaly
detection framework. Section 4 is dedicated to
demonstration of experimental results and analysis.
Section 5 concludes this paper with a summary and
suggestions for future research.

2. Related Works

The existing methods of edges anomaly detection
on dynamic graphs can be classified into three
classes such as, non-machine learning, graph
embedding, and end-to-end deep learning. Goutlier
[5] utilizes a structural connectivity approach for
anomaly detection in dynamic graphs. It employs
reservoir sampling to maintain a summary of the
graph's core structural properties. This method
presents the following challenges. The practical
implementation of this model for large-scale graph
streams can be computationally expensive,
especially if the graph is dynamic and constantly
changing.

SpotLight [6] leverages random sketching to
differentiate between normal and anomalous data
in the sketch space. This approach guarantees a
significant distance between these data points. This
method presents the following challenges. Over
summarizing the graph may lead to the loss of
important details in its structure, resulting in the
incorrect detection of some small or local
anomalies. CM-Sketch [7] is a sketch-based
method that incorporates both local and historical
graph data for anomaly detection in edges. This
method has the following challenges. The
compression process may remove important details
from the graph that are essential for accurate
anomaly detection. StreamSpot [8] is a clustering-
based anomaly detection method for dynamic
graphs, using a similarity function for
heterogeneous graphs and a centroid clustering
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approach. However, it struggles with scalability in
large, complex graphs and may experience
performance degradation when edge generation
rates are high. CAD [9] detects anomalous edges
by analyzing changes in graph structure and edge
weights. However, it may struggle to identify
macro anomalies in time-based graphs, as it's
focused on local anomalies.

Traditional methods for analyzing graphs often
struggle to capture the complex, non-linear
relationships within the data. To address this
limitation, recent research has explored leveraging
graph embedding and deep learning techniques.
Graph embedding is a powerful tool that
transforms complex graph structures into lower-
dimensional representations. a growing number of
embedding-based methods are being developed
specifically to handle dynamic graphs.

NetWalk [10] uses a random walk with an auto-
encoder to learn embedding vectors and updates
them incrementally. It then applies dynamic
clustering for anomaly detection. However, its two-
phase approach can't be trained end-to-end, as the
embedding and anomaly detection targets are not
jointly optimized. Therefore, it is important to use
end-to-end deep learning approaches. TADDY
[11] uses a transformer with spatial-temporal
encoding and negative sampling to detect
anomalies in dynamic graphs. However, it faces
challenges with high computational costs and
extensive parameter tuning due to its use of
attention mechanisms. AddGraph [12] uses a
graph convolution network and gated recurrent unit
to score edges in dynamic graphs, preserving
temporal features. However, it struggles with noisy
data, leading to a higher false alarm rate by
misidentifying noise as anomalies. HVGRAE [13]
uses a hierarchical model with a variational graph
autoencoder and recurrent neural network for edge
reconstruction to detect anomalies. However, its
hierarchical and stochastic design can lead to slow
processing and high resource use, especially with
big data or real-time applications. StrGNN [14]
uses h-hop subgraphs, node labeling, and a graph
convolution network with a gated recurrent unit to
capture spatial-temporal information. However, it
overlooks short-term time dependencies and node
features.

In this paper, we propose a model based on the end-
to-end deep learning approach that has main
differences compared to the existing approaches
mentioned above and it solves some of the
problems mentioned in previous articles, which are
introduced in the next section. In the following, the
framework includes the problem statement and the
proposed model is explained in detail.
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3. Framework

In Section 3.1, the definitions of anomaly detection
in dynamic graphs are provided, then four parts of
the proposed model are explained in Section 3.2.

3.1. Problem statement

we represent dynamic graphs as a sequence of
discrete snapshots captured at specific points in
time. The formal definition of a dynamic graph is
provided below:

A dynamic graph with a timestamp from t=1 to
T, can be specified as G ={G'},, where each
graph Gt =(v*,E") is the timestamp graph at t, V'
and e' are the node and edge sets at t, respectively.
Anedge e, =(V,',V;) e E' shows thatthereisa link

between node v, and V j‘ attimet. We use n' |V |
and m' = E'| to specify the number of nodes and
edges at t, respectively. A adjacency matrix A' is
used to define G', where A{j =1 if there is a
connection between nodes V'and V' at t,
otherwise A'; =0. Anomalous edge detection in

dynamic graphs is defined as a probability scoring
problem. The goal is to learn a function f (e; ;) that

assigns an anomaly score to each edge, with higher
scores indicating greater abnormality.

We use a semi-supervised learning approach for
anomaly detection in dynamic graphs, training
exclusively on normal edges. Anomalous labels are
added to the testing dataset, where 1 indicates an
anomalous edge and 0 represents a normal edge.

3.2. Proposed model

Our proposed model consists of four steps,
described in the following sections. The overall
paradigm of our model is illustrated in Figure 1.

Anomalous edges

Figure 1. The overall four steps of our model.

A visual illustration of our proposed model is
provided in Figure 2.

3.2.1. Part 1: Graph pre-processing

All the edges of the training and test set should be
divided into timestamps. It should be ensured that
the timestamps length is large enough so that the
graph structure appears in each timestamp and the
number of timestamps is reasonable so that the time
complexity does not increase [15]. To create
snapshots (timestamp), timestamps contain an
equal number of edges.
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Figure 2. Proposed model for anomaly detection in the dynamic graph.

In this model, the connections (edges) between
pairs of nodes (users) at any timestamp are defined
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as the weight of edges. The edge connected
between the pair of nodes has a weight equal to the
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number of messages sent by them. To specify
labels of the edges at the current timestamp, instead
of accessing all past edges, the model is limited to
a fixed window of past interactions. The size of the
time window (W) is a hyperparameter and
determines the received field of the model in the
time axis [16]. With the sliding window
mechanism, dynamic changes between timestamps
t—w+1 to t are preserved. The sliding window
is used for the purpose that how many of the past
timestamps are effective in the current timestamp.
Anomalies often occur in the local subgraphs of the
graph, which indicates the receiving field of the
proposed model should be enlarged to a suitable
local scale [16]. Since in this research, we focus on
the detection of anomalous edges, the sampling of
the neighbors of the subgraph is done based on the
edge. Each edge in the dynamic graph is considered
as the center of the sampled subgraph. For each
edge in dynamic graphs, the source and destination
nodes are specified as target nodes. Other neighbor
nodes in the sampled subgraph nodes are referred
to as contextual nodes [17]. We extract the h -hop
neighbors of the target edges in each timestamp.
For a dynamic graph as {G(i) ={V (i), E()}}_._....
with time window size W, target edge €, the h—hop
enclosing subgraph, source node X and destination
node Y, the subgraph associated with the target
edge of the dynamic graph in a time window is
shown as {G(i)], . [(t-w+1) <i<t}.

For popular nodes with high degrees, the number
of H-hop neighbors is accompanied by explosive
growth. To solve this problem, an upper bound can
be used to consider the maximum number of nodes
associated with the target nodes. H-hop neighbors
sampling ignores the different roles and importance
of nodes in the subgraph. To solve this problem, a
feature function is used for nodes to assign a unique
feature vector to each node. The main weakness of
H-hop neighbors sampling is the different sizes of
subgraph adjacency matrices, which can be solved
using pooling methods.

It is difficult to find feature vectors for each node
in the dynamic graph as input for a neural network.
To solve this problem and distinguish the role of
each node in each subgraph, a node labeling
function should well represent the information of
each node in each subgraph. We use the labeling
function introduced in [14]. The label for each node
in the sampled subgraph will be converted into a
One-Hot vector as the attribute X for each node.
The data samples in the training dataset do not
include the GroundTruth label, so a random
negative sampling approach is used to train the
model with negative and positive pseudo-labels for
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positive (normal) and negative (abnormal) edges.
This approach was used for the first time in the
Word2Vec [18] method, where a negative edge is
considered for each positive edge. For each
timestamp of the graph, whose numbers of edges is
m', an equal number of pairs of nodes are randomly
sampled as candidates for negative pairs. Then, all
these pairs of nodes are checked to ensure that they
do not belong to the set of positive edges in all
timestamps of the training dataset. A new pair is
resampled and validation is performed for each
node pair until the node pairs are valid.

3.2.2. Part 2: Extraction of spatial features

In this research, at first the spatial dependencies of
the graph are extracted and then the temporal
dependencies of the dynamic graph are preserved.
The convolution layer in the graph neural network
is implemented as follows:

1 1
Ht(KJrl) :O_(D 2AD 2Ht(K)Wt(K))+Ht(K71) (1)

where W is the trainable weight matrix, W° is the
initial random weight, A is the symmetric
normalized adjacency matrix (the graph is assumed
to be undirected by default), and H® =X is the
feature matrix of the graph nodes. Each row of the
embedding matrix represents the embedding vector
for graph nodes. Batch normalization, attention
mechanism, deletion rate, and skip connections
(residual connections) are used in the proposed
graph neural network model. In this research, graph
convolution is formulated as aggregation and
update function [19]. The trainable weight
parameters of the graph convolution neural
network are shared between the same level of
GCNs with different timestamps.

The number of nodes in different subgraphs is
different, which leads to different sizes of the
embedding vector in different subgraphs. Training
anomaly detection in dynamic graphs using neural
networks is challenging due to the different sizes of
the input vector. For this purpose, graph pooling
methods are used to extract features with fixed
sizes for each subgraph. The Sortpooling [20] layer
implemented in the proposed model, could sort the
nodes in each subgraph based on their importance
and select K™ of the best nodes.

3.2.3. Part 3: Extraction of temporal features

In the attGRU implemented in the proposed model,
temporal dependencies are modeled by GRU. GRU
takes the time features in each timestamp as input
and passes the output of the current timestamp to
the next timestamp, which is considered a local
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time feature [21]. The attention mechanism [22] is
used to consider global temporal dependencies and
assign importance scores to the embedding vectors
of graph nodes in different timestamps, and by
combining the attention mechanism with GRU,
short long-term temporal dependencies can be
maintained. The input of the attention layer is a
sequence of embedding vectors in consecutive
timestamps, and the output of the attention layer is
the weighted sequence of embedding vectors of
timestamps. A scoring function is used in the
attention mechanism to score the embedding
vectors obtained in the previous step based on their
importance and similarity, and then, the attention
function is used to calculate the contextual vector
to model the global temporal changes of the data.
In combining the attention mechanism with GRU,
a contextual attention mechanism is used, which
learns the embedding vector score for an arbitrary
node. Contextual attention is implemented as
follows:

L
() (0
g0 =3 g, On @
r=1

Where ¢ is the hidden embedding vector of

node u after the (th layer of attention in timestamp
t, and o, shows the importance score for node u.

The output of the attention mechanism is a node
embedding matrix at the graph level, and finally,

the embedding vector h ) is aggregated with
¢ and entered into the GRU in the next
timestamp.

3.2.4. Part 4: Detection of abnormal edges

In this research, the anomaly scoring function F is
a probabilistic function that assigns a score or
probability of anomaly to each edge. The
timestamps of the test are entered into the proposed
model immediately after the training data set in a
time window, and the anomaly score is calculated
for each edge in each test timestamp. To detect
abnormal edges in a directed graph, the source and
destination nodes of the target edge should be
treated differently, for this purpose, the embedding
vector of pairs of nodes are joined as [h.}; h,] and
finally entered into a fully connected neural
network.

The anomaly detection function should be
distinguished between positive and negative edge
embedding vectors, which use a fully connected
neural network layer with a sigmoid activation
function. When the model is well trained, the
anomaly scores (probability of anomaly) are
obtained for each edge of the test, and finally, are

363

entered into the model's loss function and the label
of each edge is specified. The anomaly scoring
function and the entropy loss function of the
proposed model are respectively implemented as
follows:

f(e) = Sigmoid (HW,+ b,) 3)

L= -ZIog(l — (€e |)) + Iog(f (€ |)) @)
i=1
Where e is the target edge, He is an embedding
matrix, W is a trainable weight matrix of the neural
network, bs is a bias, epes and eney are positive and
negative edges, reopectively. Minimizing the loss
function [23] of the proposed model makes the
scoring function smaller for f(epes) and larger for
f(eneg). The loss function along with the
regularization function is implemented as
L = L'+4 L, - The parameter A is weight loss and

the L function is used to avoid over-fitting. The
overall loss function of the model is the sum of the
loss functions in timestamps and is implemented as

L :Zt:L‘-
1

4. Experiments

We evaluate our model's anomaly detection
capabilities on the UCI and Digg datasets. The data
is split 80/20 for training and testing, respectively.
To assess performance, ground truth labels are
introduced into the test set. These labels are binary
(1: anomalous edge, 0: normal edge), and added as
a new column. Anomaly injection is employed for
further evaluation. During testing for each
timestamp (G), synthetic anomalies are generated
by connecting a specific number of non-adjacent
node pairs. The anomaly ratio (pa) controls the
number of injected anomalies, representing the
percentage of anomalous edges relative to the
original positive edges (m") at that timestamp.
Three anomaly ratios (1%, 5%, 10%) are
introduced to evaluate the model's robustness
under varying anomaly prevalence.

4.1. Datasets

The UCI social network dataset is a popular choice
for evaluating methods in the field of dynamic
graphs due to its practicality. The UCI represents a
directed acyclic graph (DAG) of communication
within an online student community at the
University of California.

Each node corresponds to a user (identified by a
unique user number), and a directed edge indicates
a message sent from the source user (source node)
to the recipient user (destination node). The
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presence of multiple edges between users signifies
the exchange of multiple messages. Notably, no
edges are removed from the dataset. In the UCI
dataset, there are no anomalous data samples. The
UCI dataset is a dense graph, the ratio of the
number of nodes to the available edges is a high
number. The weight of each edge is determined by
counting the number of edges between a pair of
vertices. The growth rate of the graph in the UCI
dataset is incremental and abrupt, and short-term
time dependencies exist between its generated
edges. The data set includes a total of 196 days. The
UCI dataset consists of four columns, source node,
destination node, edge weight, and Unix
timestamp.

The Digg dataset is a graph based on users'
responses to the news-social website Digg. Each
node in the graph represents a user and each
directed edge represents a user's response to
another user. The original name of the dataset is
munmun_digg_reply and its graph has a loop. The
graph of the data set is unweighted multi-directed,
each edge is labeled with a Timestamp. The total
time of the dataset is 15 days. Digg behaves
uniformly and in the Digg dataset, time
dependencies are also short-term.

Table 1 indicates the statistical attributes of a
datasets that has been used in this paper.

Table 1. Details of the datasets.

Dataset UClI Digg
value
# of nodes 1899 30398
# of edges 59835 87627
# of unique edges 20296 86404
Maximum degree 1546 310
4.2.  Model Assessment Criteria and

Configuration metric and settings

We present the evaluation metrics used to compare
our model's performance against baseline models.

AUC: AUC, or Area Under the Curve, is a metric
used to evaluate the performance of classification
models. It considers both the True Positive Rate
(TPR) and False Positive Rate (FPR) and
summarizes their relationship in a single value. A
higher AUC score (closer to 1) generally indicates
a more accurate model.

Confusion Matrix: The confusion matrix measures
the efficiency of classification problems where the
output can be two or more classes. This matrix is a
combination of predicted and actual values. The
confusion matrix is often used to describe the
performance of a classifier on a test set whose
ground truth values are known. Two types of error,
including False Negative error (Yrea = 1, but
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Yoredict = 0) and False Positive error (Yrea = 0, but
Yredict = 1) are represented by a confusion matrix.
Note that one means abnormality and zero means
normal.

4.3. Baselines

We assessed our
benchmarking its

models.

GOutlier: It is the first paper published on the topic
of anomalous edge detection in dynamic graphs by
statistical and probabilistic models. It uses the
structural connections approach to discover
outliers or anomalous edges in a stream of edges. It
uses the graph partitioning method to manage the
volume and high speed of input edges to the model
[5].

CM-Sketch: This model is proposed for detecting
outlier data (abnormal edge) in a stream of edges
by statistical and probabilistic models. This model
uses the global and local structural dependencies of
the stream graph to detect outliers. Sketch-based
approximation methods and Count-Min sketch data
structures have been used to detect anomalous
edges in dynamic graphs [7].

NetWalk: This is the first paper that used deep
learning approaches combined with graph
embedding methods to detect anomalous edges in
dynamic graphs. This model uses an encoder based
on a random walk to generate the embedding
vectors of the dynamic graph nodes and then
models the dynamic graph by dynamic update
reservoirs. Finally, an anomaly function based on
dynamic clustering is used to score the anomalous
edges [10].

The proposed model is implemented on a server
with RTX 6000-16GB graphics processor, Intel-
Xeon-4214R processor (2.50 GHz), and 32 GB
RAM. We use PyCharm version 2024, Python
version 3.7, and packages such as Numpy, Pandas,
ScikitLearn, MatPlotLib, PyG, Pytorch, and
Pytorch Geometric Temporal.

The parameters of the proposed model can be
optimized by 5-fold cross-validation. By default,
for neighbor sampling, we limit the search to 1- hop
neighbors (immediate neighbors) within a time
window of size 4. Both the embedding vectors and
feature vectors are set to a dimensionality of 32.
The graph neural network model utilizes two
layers, with the outputs from each layer
concatenated to form the final embedding vectors.
The proposed model is trained by the Adam
optimizer with a learning rate of 0.001 for 100
epochsin 32 batches. Batch normalization and a
drop rate of 0.3 are used.

model's performance by
accuracy against baseline
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The GRU hidden vector size is set to 256. To create
snapshots, each 1000 edges in the UCI dataset is
divided into one timestamp. The parameters of the
proposed model are updated with the
backpropagation algorithm. The LeakyRelu
activation function is used for all layers except the
output layer of GCN. The aggregation function of
GCN is implemented with attention and the update
function is a multilayer perceptron.

The sort-polling rate is set to 0.6. The normal
distribution has been used for the initial weights of
the graph neural network and multilayer neural
network.

4.4. Results and Discussion

Results are discussed and the outputs of model will
be compared with baseline models. The results of
model on the dataset compare with the Goutlier,
CM-Sketch, and NetWalk in three cases of 1%,
5%, and 10% anomaly rate, and we use the 80% of
datasets for train, and 20% of its for test.

As can be seen from the results (Figure 2 and
Figure 3) for the UCI and Digg datasets, the model
outperforms all baselines with different anomaly
ratios. Compared to the best results for the UCI, the
proposed model has performed 10% better on
average.

For tes, the number of edges is equal to 4060, and
no edge is removed. The number of timestamps is
equal to 4 snapshots. The number of anomaly edges
in the UCI test set is 40 (4020 normal edges), 203
(3857 normal edges), and 406 (3654 normal edges)
in proportions of one percent, five percent, and ten
percent, respectively.

Compared to the best results for the Digg, the
proposed model has performed more than 10%
better on average. For test, the number of edges is
equal to 15675, and no edge is removed. The
number of timestamps is equal to 3 snapshots.

The parameters and factors that have been changed
and tested to reach the best accuracy and parameter
value are: edge weight, node feature vector,
number of time stamps, learning rate, the number
of epochs, initial distribution of neural network
weight, types of Graph neural networks, Attention
mechanism model, polling methods, pooling rate,
number of models layers, aggregation function and
activity function.

Table 2 shows the comparison of AUC in the UCI
and Digg datasets in three 1%, 5%, and 10%
anomaly states.

Table 3 shows an average of all the real and
predicted values of the test set confusion matrices
with a 1% anomaly ratio for UCI and Digg datasets.
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Figure 2. Evaluating AUC values for the proposed model
in three cases on the UCI dataset.

i

Figure 3. Evaluating AUC values for the proposed model
in three cases on the Digg dataset.

Table 2. Comparing AUC values in baseline models.

Criterion AUC (UClI) AUC (Digg)
Method 1% 5% 10% 1% 5% 10%
Goutlier 0.71 0.70 067 069 0.67 063
Sketch 0.72 0.70 067 0.68 0.65 061
NetWalk 0.77 0.76 068 075 0.71 0.68
Our model 0.83 0.85 072 0.88 0.89 0.89

Table 3. Confusion matrices with a 1% anomaly.

Criterion TP FP TN FN
Dataset
UClI 35 20 4000 5
Digg 154 107 17001 19

In Table 3, TP, FP, TN, and FN are abbreviations
of True Positive, False Positive, True Negative, and
False Negative, respectively.

According to Table 3, in the UCI dataset, 20 edges
with the norm label have been wrongly recognized
as anomalous data samples. Out of 4020 available
normal edges, 20 edges are wrongly detected as
abnormal samples, in some applications, the
number of false positives can lead to unnecessary
warnings or actions that may have negative
consequences. In the proposed model, only 0.5% of
the total edges of the norm are wrongly identified
as abnormal. Also, in the dataset, 5 edges with
anomaly labels out of 40 anomalous edges are
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wrongly identified as norm data class (false
negative). In the proposed model, 12.5% of all
abnormal edges are mistakenly recognized as
normal. For UCI dataset, precision is 63%, Recall
is 87%, and, F1-score is 73%.

Now let's see why our model is better. The training
set is divided into timestamps in such a way that
the number of timestamps is reasonable so that the
time complexity does not increase and the
timestamp length is large enough so that the graph
structure appears in each time stamp. The proposed
model learns the spatio-temporal dependencies of
the dynamic graph without removing any
information and by learning the embedding vectors
simultaneously and end-to-end along with the
feature vector of the nodes and preserves the local
structural and global temporal dynamics. By
considering a time window, the local temporal
dynamics are learned in the dynamic graph. To
predict the edge the next time, instead of accessing
all the past edges, the model is limited to a fixed
window w of past interactions, which reduces the
time and memory computational complexity.
Because the proposed model is trained with an
efficient negative sampling strategy, the robustness
of the model is guaranteed under different anomaly
ratios. The proposed model has a high true positive
rate while keeping the false positive rate relatively
low. Each node receives the most influence from
its first-hop neighbors, and sampling the first-hop
neighbors on each timestamps reduces the time and
memory complexity of the model, and the training
of the model is done more optimally than when the
entire graph is entered into the model.

Due to the use of synthetic feature vectors for
dynamic graph nodes, attributed graphs are
supported in this model. By creating the initial
feature vector for the graph nodes, using the node
labeling function, the role of each node in the target
edge is determined and richer vectors are obtained.
In anomaly detection, the data samples of the
normal and anomalous classes are unbalanced, and
the challenge of the unbalanced class has been well
overcome by the proposed method. It has been tried
to make a trade-off between speed (running time of
anomaly detection algorithm) and accuracy of the
model. In the graph convolutional network used in
the proposed model, skip connections have been
used along with normalization with attention
aggregation function to obtain richer features.

Due to the use of a global-contextual attention
mechanism along with GRU, the accuracy of the
proposed model has increased significantly
compared to other previous research, because the
attention mechanism scores the embedding vectors
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output from the graph neural network based on
their similarity.

By using graph pooling and parameter sharing,
model tuning is effectively performed, which
focuses on model efficiency instead of focusing on
the embedding vectors of nodes. Therefore, for
graphs with unseen nodes, the model shows high
performance. In this case, a more effective node
representation can be learned and is not sensitive to
the addition and deletion of nodes. The loss
function of the proposed model is implemented
with the regularization function to avoid overfitting
and the direction of the dynamic graph is
considered in this model.

5. Conclusion

A critical challenge in graph data analysis lies in
effectively representing dynamic graphs. This
representation should capture both the structural
properties and the temporal evolution of the graph
to the greatest extent possible.

In this research, an efficient graph convolution
neural network with Attention-GRU was
introduced to detect anomaly edges in dynamic
graphs. In this research, by using negative
sampling, 1-hop sampling neighbors of the target
edge, multi-layer graph convolutional neural
network with residual layer, and Attention-GRU,
we achieved a higher accuracy than previous one.
On average, on the UC Irvine messages dataset,
with the AUC and confusion matrix evaluation
metrics, the proposed model outperforms baseline
methods in directed dynamic graphs by 10 percent
on average. The proposed model has been
evaluated on another dataset (Digg) and compared
to previous research, higher accuracy has been
obtained.

The following suggestions are proposed for future
works: Generalizing abnormal edge detection in
dynamic graphs to abnormal trend and event
detection in dynamic graphs, using meta-heuristic
methods to optimize objective function parameters,
combining statistical and probabilistic learning
models with graph neural networks to model
uncertainty with the help of hidden random
variables, using GAN with self-supervised learning
for anomaly detection in continuous time dynamic
graph.
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